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1 
A chain is just as strong as its weakest link. This 
is a common expression when it comes to the 
level of security of supply chains. Global value 
creation has become increasingly interconnected 
over the past years and decades and has now 
reached a turning point due to the COVID-19 
pandemic and the Russian war of aggression in 
Ukraine. In view of these current crises and the 
resulting geostrategic consequences, it remains 
to be seen to what extent and by what means 
of cooperation and selection of strategic partners 
this kind of networking and interdependence of 
global supply chains will continue in the years to 
come.

Modern supply chains are digital, networked, 
data-driven and have countless interfaces. While 
on the one hand this enables demand-synchron-
ised production, new business models to emerge 
and costs to be reduced, on the other hand de-
pendencies on the individual elements of the 
supply chain have increased significantly and the 

entire network has become more opaque. This 
degree of interconnectedness increases with 
each supplier, product or application area. In this 
complex network, transparency is essential in 
order to identify possible vulnerabilities and de-
pendencies at an early stage and to be able to 
take appropriate measures.

However, many companies do not have an over-
view of the numerous interfaces to their sup-
pliers. As a result, complex supply chains are 
vulnerable to digital threats, as the risks to this 
wide-ranging and non-transparent network are 
often not recognised.

Against this background, we conducted an econo-
metric analysis to determine the financial impact 
on affected companies that are part of a supply 
chain and whether there is a directly measurable 
correlation. Econometrics, as a branch of eco-
nomics, aims to quantitatively determine among 
other things correlations that exist between eco-

INTRODUCTION

EXECUTIVE SUMMARY

Cyber operations targeting supply chains are not 
a new phenomenon. Cybercriminals, state act-
ors, and state-backed hackers have long sought 
to infiltrate trusted third parties in supply chains. 
While the effort required to do so can be con-
siderable, the benefits to malicious actors and 
the damage they can cause are immense, as all 
users, customers, and parts of a supply chain 
can become potential victims in one fell swoop. 
In this study, we examine attacks on cyber sup-
ply chains in more detail and attempt to provide 
a systemic insight into this area. Firstly, we clas-
sify different types of Cyber Supply Chain Attacks 
(CSCA). Secondly, two prominent case studies 
are outlined in detail to highlight the methods 

deployed by malicious actors, the potential dam-
ages, and the lessons learnt. Finally, we conduct 
an econometric analysis of listed companies that 
are part of supply chains and have been affected 
by a cyber incident. To gain an overall view of the 
economic and financial losses, we will include and 
compare both event studies and results from an-
nual reports. The insights gained from this study 
are ultimately summarised in recommendations 
for action.
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nomic and non-economic variables in an eco-
nomy within a certain period of time, for example 
to empirically test economic theoretical models.

Applied to our study, we measured the correla-
tion of cyber incidents on companies that are part 
of a supply chain by examining merely publicly 
listed companies and thus considering the correl-
ation between the publication of information of 
the cyber incident and the immediate reaction on 
the stock exchange.

Since these losses are initially accounting losses, 
at least until they are actually realised by selling 
shares at a lower value that can be attributed 
to the cyber incident, we additionally considered 
the losses reported in annual reports. By doing 
so, we intended to present the directly reported 
losses of the affected companies in a quantified 
way. However, some companies did not quantify 
damages in their annual reports or these inform-
ation were not available at the time of our ana-
lysis.

To make these effects more tangible, we have 
decided to investigate two case studies in more 
detail by analysing five levels of observation. 
These include 

• cyber breach characteristics, 
• forensic analysis, 
• subsequent (related) attacks, 
• financial impact and 
• lessons learned from the attack.

With this approach, on the one hand, we seek to 
quantify losses caused, for example, by collateral 
damage through interfaces in the supply chain. 
On the other hand, we want to take a closer look 
at supply chains, as it is a complex and very 
opaque network even for those involved.

However, our primary focus is on the economic 
implications, which we attempt to identify and 
whose concrete impact on business activities we 
intend to illustrate with the two case studies. 
By analysing the financial implications of cyber 
supply chain attacks (CSCA), we hope to raise 
awareness of the need for secure and transparent 
supply chains in business and contribute to com-
panies identifying and closing unknown vulner-
abilities. Companies need to take a closer look at 
their supply chain in order to manage their own 
cyber risks.

First, the study briefly describes the initial situ-
ation and makes a conceptual differentiation 
between targeted attacks and distributed at-
tacks (Chapter 2). Next, the two case studies are 
presented for each type of cyber incident cover-
ing five levels of observation (Chapter 3). This 
is followed by the econometric analysis, which 
first introduces the methodological approach of 
event studies and the underlying data sources, 
before the results and the resulting findings are 
discussed (Chapter 4). Finally, the results of the 
analysis flow into recommendations for action 
(Chapter 5) before we warp up with the conclu-
sion (Chapter 6). 



Kern, Szanto – Cyber Supply Chain Attacks 9

1 See Cybersecurity and Infrastructure Security Agency (2022).
2 See N-able (2022). 
3 See Boyens, J., Smith, A., Bartol, N., Winkler, K., Holbrook, A., & Fallon, M. (2022). 
4 CSCA refers to cyberoperations directed against digital service providers and companies that develop software solutions on the one hand, and activities  
 against companies that are part of a supply chain on the other hand.  
5 See Identity Theft Resource Center (2021).
6 See European Union Agency for Cybersecurity (2021): p. 3.
7 See Symantec (2018).
8 See Thomas (2020).
9 See Byran (2019).

2 SITUATION

In May 2022, the cybersecurity authorities of 
the Five Eyes (FVEY) nations (United Kingdom, 
Australia, Canada, New Zealand, and the United 
States) issued a joint alert, warning against the 
trend of cyberthreat actors targeting managed 
service providers (MSPs) to spread malicious cy-
beractivities. They provided guidance and best 
practices for MSPs and their customers to se-
cure sensitive data.1 The alert picks up on recent 
reports that saw an increase in such activities. 
MSPs are an attractive entry point into a supply 
chain. A report by N-able states that nearly all 
MSPs surveyed experienced an attack on their 
systems in the previous 18 months, and 90 per 
cent saw an increase in attacks since the start of 
the COVID-19 pandemic.2

At the same time, the National Institute of 
Standards and Technology (NIST) released its 
revised guidance on Cybersecurity Supply Chain 
Risk Management.3 This is part of the NIST’s re-
sponse to the Executive Order 14028, Improving 
the Nation’s Cybersecurity, which was released in 
2021 by the Biden administration. The revision is 
also a response to the changing threat landscape 
and to the SolarWinds attack, which painfully dis-
closed the vulnerabilities of digital supply chains.  

Malicious actors have been exploiting supply 
chains for some time, but Cyber Supply Chain 
Attacks (CSCA)4 remain an underestimated prob-
lem, despite the fact that attacks exploiting vul-
nerabilities in supply chains have increased over 
time,5 as demonstrated by the cases of Solar-
Winds and Kaseya. ENISA, the European Union 
Agency for Cybersecurity, estimates in its latest 
2021 Threat Landscape report that there will be 
four times more cyber operations against sup-

ply chains in 2021 as compared to 2020.6 This 
trend will continue to grow and become more 
sophisticated as international conflicts increase. 
Well-known groups such as Dragonfly have delib-
erately used suppliers to gain access to targeted 
companies since 2011, with these targets primar-
ily in the energy sector. The group Orangeworm, 
whose activities were discovered by Symantec in 
2018,7 applies the same tactics by exploiting sec-
ondary targets in the manufacturing, information 
technology, or logistics sectors to gain access to 
the intended targets in healthcare. The FBI is-
sued another warning at the beginning of 2020 
about the group’s activities and the tactical hack-
ing of supply chain software vendors.8

Predictions that CSCA will become more common 
over the next decade are not surprising in the 
context of a global industry that will continue to 
be more and more connected. Industry 4.0 stands 
not only for more connection points within a fact-
ory, but also to the outside world as factory floors 
and machines become globally networked. Prior 
to the COVID-19 pandemic, Gartner, a market re-
search and analysis company on developments 
in IT, published a survey on third-party risks. 
Gartner stated that 60 per cent of the surveyed 
organisations declared that they work together 
with more than one thousand suppliers, while 71 
per cent mentioned that their supplier numbers 
had increased over the last three years.9  A large 
number of third-party suppliers means it is be-
coming increasingly difficult for organisations to 
keep track of suppliers and potential vulnerabil-
ities. Moreover, an increasing number of suppli-
ers means that the risk of possible vulnerabilit-
ies leading to attacks is rising. While analogue 
supply chains have collapsed in the wake of the 
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10 See Symantec (2019). 
11 See Reed et al. (2014).  
12 See Ibid. 
13 See Belkind (2019).

pandemic, many new digital nodes have been 
created. Many of these had to be set up rapidly 
under pressurised conditions, creating new po-
tential vulnerabilities. A supply chain is only as 
strong as its weakest link. The importance of pro-
tecting and knowing one’s supply chain will only 
increase in the coming years. 

The following sections take a closer look at the 
economic costs and impact of cyberattacks on 
supply chains for companies. The first section 
provides a definition(s) of CSCAs. Even though 
these attacks are rising, there is a lack of con-
sensus within the community on what constitutes 
a CSCA. For our purposes, we will examine them 
from two angles:

1. targeted attacks, which in most cases are 
carried out by state actors or actors acting on 
behalf of the state 

2. Distributed attacks, which in most cases are 
carried out by cybercriminals

We will later present the findings from our event 
study analysis of the economic impact of CSCAs. 
We will subsequently take a deeper look at two 
case studies: 

1. The cyberattack on SolarWinds in 2020 

2. The Kaseya hack in 2021 

The former is an example of a targeted attack, 
while the latter is an example of a distributed at-
tack. 

2.1. Definition of Cyber Supply Chain Attacks

Before the findings are discussed in detail, this 
chapter provides an overview of CSCA definitions 
and clarifies the definition for the purposes of this 
study. 

2.1.1. targeted Attacks

One type of CSCA is an attack specifically tar-
geted at end-to-end processes or designed to 
become operative by information- or operational 
technology connections. IT security company Sy-
mantec describes supply chain attacks as a kind 
of attack vector that exploits services and soft-
ware of a third party to compromise the final tar-
get.10 The concrete modi operandi differ in design 
and complexity, since CSCAs take many forms 
(for example, hijacking software updates or code 
injection into legitimate software). Consequently, 
there exists a spectrum of CSCAs from a taxo-
nomic perspective. Reed et al. have worked to-
wards a Cyber Supply Chain Framework and 
identified several key components of CSCAs.11

• carrier: Firstly, CSCAs can target either one 
of several information technology components 
such as software, hardware, firmware, or sys-
tem-related data and information.

• time: Secondly, CSCAs have a timeframe that 
extends across the whole system acquisition 
cycle (pre-acquisition, acquisition, or sustain-
ment).

• Location: Malicious activity can occur at any in-
ternal and external location within and between 
the supply chain, both physical and digital (for 
example, supply chain goods or data flow).

Nevertheless, according to a study by Symantec12 
and IT Security expert Leonid Belkind,13 CTO of 
Symantec, there is one key component that de-
scribes CSCAs:

• Intrusion via trusted third Parties: This 
means that CSCAs do not attack the target dir-
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14 See Szanto (2019). 
15 See BlueVoyant (2020). 
16 See Ibid, p. 6. 

ectly, but indirectly via third parties that have 
access to the target network. Third parties can 
be external suppliers that are involved in the 
companies’ operations. By using links and con-
nections between the external supplier and the 
target company, the CSCA makes use of lower 
security measures between trusted parties. 

• Another way of exploiting access by trusted 
third parties is through the intrusion of ex-
ternal IT software used by the target company. 
For instance, the attacker infiltrates software 
that is automatically updated by the target. In 
the case of the very harmful NotPetya attack 
in 2017,14 it was the update of an injected ac-
counting software that helped the attackers to 
infiltrate several target networks.

Therefore, the phenomenon of CSCAs has led 
to a shift in focus for cybersecurity analysts and 
practitioners alike. It is not sufficient to protect 
one’s own network; additional measures must be 
taken to achieve endpoint security.

2.1.2. Distributed Attacks

While targeted attacks aim to infiltrate weak links 
in the chain to reach the actual target, there are 
also cyberattacks that exploit the infrastructure 
of supply chains to spread malicious software as 
widely as possible and thus make the attack sur-
face as large as possible. Value chain- or third 
party-related breaches accounted for 80 per cent 
of corporate intrusions in the last 12 months, ac-
cording to a mid-2020 survey conducted by Opin-
ionMatters on behalf of BlueVoyant.15 This is not 
surprising, considering that 77 per cent of the 
respondents stated that they have only limited 

visibility around their third-party vendors.16 More 
than three quarters of the companies surveyed 
did not seem to have further insights into their 
suppliers’ infrastructure, which is apparently 
often the cause and attack vector of malicious 
activities. 

Although supply chain security has received more 
attention from the media and corporate manage-
ment in recent years, some blind spots remain. A 
further neglected risk is that of collateral damage 
when one’s own company is not the direct target 
of a cyberattack. This was highlighted by the Not-
Petya case, in which an attack on Ukraine’s eco-
nomy simultaneously affected global shipping, 
some major pharmaceutical and food production 
companies. 

NotPetya demonstrated how deeply connec-
ted global networking is, but at the same time 
how vulnerable modern infrastructures are, even 
when not directly targeted. A centrally connected 
network has many advantages, especially from 
a potential savings perspective. However, it also 
provides the opportunity for a single (cyber-)at-
tack to cripple an organisation and possibly affect 
all associated supply chains if they are not ad-
equately protected. 

Not only are software vulnerabilities important, 
but so are the organisation’s objects of protec-
tion: assets and processes that maintain busi-
ness continuity. Hence attacks that target pro-
duction, distribution, or logistical operation along 
a supply chain can be equally considered a CSCA. 
In sum, a working definition for taxonomic pur-
poses could be:

Cyber Supply Chain Attacks are threats that make use of trusted channels (external 
tiers, goods, and data) in the supply chain in order to compromise the final target, par-
ticularly via operational endpoint vulnerabilities. Furthermore, CSCAs in a broader sense 
are threats that directly impair operations at different points along the supply chain 
(for example production, distribution, and logistical operations from Original Equipment 
Provider (OEM) across Module or Supplier System (Tier 1) and Component Supplier (Tier 
2) to Parts Supplier (Tier 3)).



BIGS Policy Paper No. 10 / Juli 202212

17 See SolarWinds (2021a). 
18 See Harrell (2011). 
19 See SolarWinds (2021b). 
20 See Carlson (2021). 

3 CASE STUDIES

3.1. case Study SolarWinds - uSA

SolarWinds is a worldwide-operating IT manage-
ment company headquartered in Austin, Texas, 
founded in 1999 by Donald Yonce and his brother 
David Yonce. The company focuses on network 
management software. SolarWinds aims at solu-
tions that “give organizations worldwide, re-
gardless of type, size or IT infrastructure com-
plexity, the power to monitor and manage the 
performance of their IT environments, whether 
on-premises, in the cloud, or in hybrid deploy-
ments.”17 It was listed at the New York Stock 
Exchange from 2009 until the end of 2015, and 
again from fall 2018. Since 2007 it has experi-
enced a large expansion of its product range due 

to numerous acquisitions in the areas of perform-
ance management, information security, network 
monitoring, database management, and data 
analysis. In 2011, Forbes ranked the company in 
as one of the fastest-growing tech companies.18 
One of its most known and most widely used soft-
ware is the Orion platform, which is a scalable 
monitoring and management platform for the 
entire IT infrastructure. The company currently 
employs more than 2300 people worldwide and 
has over 300,000 customers in 190 countries, in-
cluding in 498 of the Fortune 500 companies.19 
Well-known customers also include government 
entities worldwide.

Figure 1: SolarWinds Total Revenue from 2017 to 2021 by quarter in million U.S. dollars

In July 2021, SolarWinds separated its managed 
service provider business into a separate com-
pany named N-able. SolarWinds as a company 
will focus on the IT management business, in par-

ticular IT infrastructure management software, 
while N-able will provide cloud-based software 
solutions for managed service providers.20

Source: SolarWinds (2021c)
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3.1.1. cyber Breach characteristics

On December 8th 2020, FireEye announced that 
it had been hacked and that some of its Red Team 
assessment tools had been accessed. FireEye is 
one of the most well-known cybersecurity com-
panies worldwide. Their red tools are normally 
used to test the security of clients by mimicking 
the behaviour of cyberthreat actors. In this first 
statement, the CEO of FireEye, Kevin Mundia, de-
clared that the “attack is different from the tens 
of thousands of incidents we have responded to 
throughout the years. The attackers tailored their 
world-class capabilities specifically to target and 
attack FireEye.”21 While this breach was already 
severe by itself, it is unlikely anybody expected 
this to be just the beginning of the discovery of 

the worst supply chain attack in the history of cy-
berattacks to date. Five days later, on December 
13th, FireEye published their acquired knowledge 
about the attack.22

Later on the same day, the Cybersecurity and In-
frastructure Security Agency (CISA) issued the 
Emergency Directive 21-01 “Mitigate SolarWinds 
Orion Code Compromise” to all government agen-
cies, urging them to disable the versions of the 
SolarWinds Orion products that were comprom-
ised.23 It was known at that time that at least one 
of the agencies of the Commerce Department was 
breached, and it was speculated upon whether the 
Department of Treasury was also affected (which 
was later confirmed).24 That Sunday evening, Sol-
arWinds finally confirmed the attack. 

21 See Mandia (2020). 
22 See FireEye (2020). 
23 See Cybersecurity and Infrastructure Security Agency (2020). 
24 See Bing (2020).
25 See Panettieri (2020). 
26 Since the Securities Exchange Act of 1934, public companies, certain insiders, and broker-dealers are required to make regular SEC filings. 
 Regular reports are for example quarterly financial reports. The Form 8-K is used to disclose major developments to the company that might be of  
 interest for investors. Cybersecurity incidents fall into this category and since 2011, the Commission has guidelines in place to assist companies with  
 these filings. For more information, see United States Securities and Exchange Commission (2018). 

Figure 2: Screenshot of tweet by SolarWinds alerting their customers in Dec. 2020

In a statement issued to news outlets by then-
CEO Kevin Thompson, SolarWinds declared that:

“We are aware of a potential vulnerability which 
if present is currently believed to be related to 
updates which were released between March and 
June 2020 to our Orion monitoring products. We 
believe that this vulnerability is the result of a 
highly sophisticated, targeted and manual supply 
chain attack by a nation state. We are acting in 
close coordinate with FireEye, the Federal Bureau 
of Investigation, the intelligence community, and 

other law enforcement to investigate these mat-
ters. As such, we are limited as to what we can 
share at this time.” 25

On Monday December 14th, the company repor-
ted the case to the U.S. Securities and Exchange 
Commission (SEC).26 In this context, the company 
also disclosed that it had notified around 33,000 
Orion customers the day before, these being 
active customers during and after the period in 
question. SolarWinds added that it believed fewer 
than 18,000 customers had installed an Orion 

Source: SolarWinds (2020a)
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27 See United States Securities and Exchange Commission (2020). 
28 See Bing (2020). 
29 See Dunleavy (2020). 
30 See The White House (2016). 
31 See United States Senate (2020). 
32 See Cybersecurity and Infrastructure Security Agency (2021). 
33 See The White House (2021a). 
34 See Kovacs (2021a). 
35 See Bing/Stubbs/Satter/Menn (2021). 
36 See Smith (2020). 
37 See Temple-Raston (2021).

product that contained the vulnerability. Already 
that Sunday, SolarWinds made a hotfix available 
to address the vulnerability at least partially and 
informed customers about additional mitigation 
step s.27

A first meeting of the National Security Council 
(NSC) was held on Saturday December 12th.28 
By Tuesday December 16th, the NSC announced 
the establishment of a Cyber Unified Coordina-
tion Group (UCG) on the basis of the Presiden-
tial Policy Directive-41 (PPD-41) framework.29 
PPD-41 is a presidential policy directive issued in 
July 2016 by the Obama administration on the 
coordination efforts and principles of the Federal 
Government’s response to a cyber incident in the 
U.S. The UCG serves to coordinate between the 
different federal agencies in the case of a signific-
ant cyber incident and to integrate private actors 
if necessary.30 The following week, a bipartisan 
group of U.S. senators demanded an investigat-
ive report by the FBI and CISA on the impact of 
the cyberattack on U.S. agencies,31 opening the 
investigation through U.S. Congress.  

Early on, cybersecurity experts as well as the U.S. 
government suspected a nation state was behind 
the attack due to its nature and sophistication. In 
early January 2021, the FBI, CISA, the Office of 
the Director of National Intelligence (ODNI), and 
the National Security Agency (NSA) issued a joint 
statement formally accusing Russia. More spe-
cifically, they stated that “this work indicates that 
an Advanced Persistent Threat (APT) actor, likely 
Russian in origin, is responsible for most or all of 
the recently discovered, ongoing cyber comprom-
ises of both government and non-governmental 
networks. At this time, we believe this was, and 
continues to be, an intelligence gathering effort.”32 
In April 2021, the Biden administration imposed 
new sanctions against Russia in respond to the 
SolarWinds hack. In the Executive Order, the U.S. 

officially named the “Russian Foreign Intelligence 
Service (SVR), also known as APT 29, Cozy Bear, 
and The Dukes, as the perpetrator of the broad-
scope cyber espionage campaign that exploited 
the SolarWinds Orion platform and other inform-
ation technology infrastructures.”33

It should not be overlooked that SolarWinds was 
only part of the puzzle. The attackers also used 
other initial infection vectors to compromise sys-
tems and approximately 30 per cent of the victims 
in both the private as well as the governmental 
sector had no direct connection to SolarWinds.34  
Furthermore, in February 2021, it became known 
that not only a Russian group, but also a sus-
pected Chinese group, exploited SolarWinds soft-
ware. While the attacks overlapped timewise, 
they are distinct and separate in nature.35

3.1.2. Forensic Analysis 

“The attack unfortunately represents a broad 
and successful espionage-based assault on both 
the confidential information of the U.S. Govern-
ment and the tech tools used by firms to protect 
them.”36 This is how the SolarWinds attack was 
described by Microsoft in December 2020. Further 
investigations into details and characteristics of 
the attack confirmed this assessment. 

It later became known that the attackers were in 
the systems of SolarWinds as early on as January 
2019. These first suspicious activities were of a 
reconnaissance nature. In September 2019, the 
attackers inserted a trial code, which did noth-
ing other than to check which processor was run-
ning on a computer, and was thus more a proof 
of concept. The intruders wanted to examine “if it 
was possible to modify SolarWinds’ signed-and-
sealed software code, get it published and then 
later see it in a downloaded version.“37



Kern, Szanto – Cyber Supply Chain Attacks 15

The attackers made use of a routine update of 
the Orion software to install a first backdoor into 
the networks of possible victims. This backdoor 
was labelled SUNBURST. Since Orion is a network 
monitoring software, it must have access to all 
layers by default to monitor, analyse, and man-
age the overall network and IT infrastructure.  

Versions 2019.4 HF 5 to 2020.2.1 released 
between March 2020 and June 2020 were af-
fected. For this initial entry, customers had to do 
two things: first, install and deploy the infected 
update of the Orion software, and second, have it 
on a computer that is connected to the internet.

Figure 3: Timeline of SUNBURST Attack on SolarWinds Jan. 2019 – Dec. 2020

Source: Tucker (2021), Ramakrishna (2021a), Microsoft (2021)

Figure 4: SolarWinds supply chain compromise

Source: Orange (2021)
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The attackers hid the malicious code in plain 
sight due to their ability to modify sealed soft-
ware code. To avoid detection, they mimicked 
Orion’s software communication protocols.38 The 
malicious update was therefore properly digitally 
signed. Through this backdoor, the attackers had 
the possibility to communicate with the comprom-
ised infrastructure.39

An additional functionality of the backdoor is that 
it keeps a lookout for processes, services, and 
device drivers. Depending on what it finds, it al-
ters its execution path and may abort execution. 
With the help of these checks, the code evaded 
detection, for example by anti-virus software. 
Overall, the attacker tried to behave inconspicu-
ously. 

When the SUNBURST backdoor is activated, it 
inspects the environment and gathers informa-
tion. In doing so, it ensures that it is in the ac-
tual network and not on an analyst machine. It 
generally only becomes active after 12-14 days. 
Afterwards, it connects to a command-and-con-
trol (C&C) server through which it sends gathered 
information. This is the main execution stage. 
The backdoor can then be used to run commands 
by the attackers and send gathered information. 
Overall, the backdoor allows a wide range of com-
mands, therefore allowing the attacker to “run, 
stop, and enumerate processes; read, write, and 
enumerate files and registry keys; collect and up-
load information about the device; and restart the 
device, wait, or exit.” 40

In some cases that the attackers deemed valu-
able or interesting, they activated a second-stage 
malware, using different loaders such as Teardrop 
and Raindrop for the Cobalt Strike Beacon.41 “Co-
balt Strike is a paid penetration testing product 
that allows an attacker to deploy an agent named 
‘Beacon’ on the victim machine.”42 By doing so, 
a wide range of functions are available to the at-
tacker, such as command execution, file transfer, 

or port scanning. Teardrop as well as Raindrop 
were used to load the Cobalt Strike Beacon; how-
ever, their configuration is different. The key dif-
ference is: “while Teardrop was delivered by the 
initial Sunburst backdoor […], Raindrop appears 
to have been used for spreading across the vic-
tim’s network.”43 This post-compromise supply 
chain attack can then lead to attempts to elevate 
privileges, to steal credentials, or email theft. 

Adam Meyers, the leader of the cyber forensic 
team that analysed the code for SolarWinds, de-
scribed the hack as follows: “the tradecraft was 
phenomenal. […] The code was elegant and in-
novative. This was the craziest f***ing thing I’d 
ever seen”.44

3.1.3. Subsequent (related) Attacks

Over the course of the next weeks and months, 
more and more victims of the compromised Orion 
platform became publicly known. Among them 
were several U.S. agencies such as the U.S. Com-
merce and Treasury Departments, the Depart-
ment of Homeland Security, and the National In-
stitutes of Health and the State Department.45 A 
joint statement by the Cyber Unified Coordination 
Group named fewer than ten U.S. agencies that 
were affected. Furthermore, while around 18,000 
customers were exposed to the vulnerability, the 
number of organisations that experienced fol-
low-up activities was much smaller.46

Microsoft declared in a statement that more than 
40 of their customers were specifically targeted 
and compromised through further measures. 
While most of the companies were based in the 
United States, they identified victims in seven 
additional countries including Canada, the United 
Kingdom, and Israel. The majority of Microsoft’s 
victims were from the information technology 
sector, including software firms or IT service pro-
viders. Microsoft itself detected malicious Solar-
Winds code in its systems, but stated that they 

38 See Temple-Raston (2021). 
39 See Viggiani (2020). 
40 See Microsoft (2020). 
41 See Microsoft (2021a).
42 See Fraunhofer-Institut für Kommunikation, Informationsverarbeitung und Ergonomie (2021). 
43 See Symantec (2021). 
44 See Temple-Raston (2021).
45 See Volz/McMillan (2020). 
46 See Cybersecurity and Infrastructure Security Agency (2021). 
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did not find any evidence that the attackers had 
access to production services or customers’ data, 
nor that their systems were used to attack others. 

They later reported that the attacker was able to 
examine small parts of Microsoft’s source code.47

47 See Microsoft (2021b). 
48 See Poulsen/McMillan/Volz (2020). 
49 See Tucker (2020). 
50 See Hjelmvik (2021). 

Figure 5: Recent cyber-attack victims that are customers of Microsoft by sector

Source: Smith (2020)

Among the victims were major information techno-
logy companies such as Cisco Systems and Intel. 
However, it is not clear in all cases whether the 
attackers actually took further steps once the ma-
licious code infected the infrastructure of the re-
spective organisations.48 In other cases, such as 
the U.S. Treasury, email accounts were comprom-
ised and there was a breach involving the theft of 

encryption keys from U.S. government servers.49 
Cybersecurity experts state that while there were 
quite a few organisations that installed a back-
doored SolarWinds Orion update, 99.5 per cent of 
these installations never progressed to Stage 2 op-
erations, meaning the payload of one of the Cobalt 
Strike Beacons.50
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Furthermore, in the course of December it be-
came publicly known that two private equity com-
panies – Thoma Bravo and Silver Lake Partners 
– had sold a significant amount of shares totalling 
around $280 million in stock just days ahead of 
the announcement of the breach. Rumours of 
insider trading circulated, although both firms 
stated that they were not aware of the breach 
on December 7th when the placement to sell was 
made.51 The SEC announced that it would invest-
igate the trades. The probe of the case is still on-
going.52

The company, however, not only suffered share 
losses, but also had to bear high costs in respond-
ing to the cyberattack. In its report for the fourth 
quarter of 2020, SolarWinds cited cyber incident 
costs of about $3.5 million.53 These were just the 
costs for December 2020. Overall, the company 
stated costs of over $27 million in 2020 and 2021 
(see Figure 7) Included in these costs are security 
initiatives, increases in insurance fees, and profes-
sional service fees.54

The financial blow to the company was huge. On 
the first trading day on which the compromise be-
came known to the wider public, the shares of the 

company dropped from nearly $25 to around $20, 
a loss of roughly 16 percent. The share price has 
not recovered since. 

Figure 6: SolarWinds share price in the period December 2020 to November 2021

Source: Yahoo!Finance (2021)

3.1.4. Financial Impact 

51 See Harwell/MacMillian (2020). 
52 See Johnson (2021). 
53 See SolarWinds (2020b). 
54 See Comeau (2021). 

Figure 7: Cyber Incident Costs of SolarWinds 2020-2021

Source: SolarWinds (2021d)
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These are the costs for SolarWinds alone. An es-
timate by BitSight and Kovrr cites costs of about 
$90 million in insurance losses, which also includes 
costs for incident response and forensic services.55 

3.1.5. Lessons Learned from the Attack 

Kevin Thompson, the former CEO of SolarWinds, 
stated in an interview in October 2019 that “there 
was not a database or an IT deployment model out 
there to which his Austin, Texas-based company 
did not provide some level of monitoring or man-
agement.”56 This dominance became a problem 
and made it a valuable target for threat actors. One 
initial foothold was all that was needed to run all 
subsequent steps, creating a multiplier effect. The 
attack painfully pointed out how vulnerable cyber 
supply chains are. 

The exploitation of a software that is essential and 
widely used by many organisations is a valuable 
target and gives an entry point for threat actors to 
other, often more secure, systems. It also shows 
the interconnectedness of IT systems and the eco-
system at hand. Organisations must consider not 
only the security of their own IT environment in 
risk analysis, but also their software supply chain. 
These attack vectors using software supply chains 
will become more common in the coming years 
and it will be impossible to fully secure the sys-
tem. However, organisations can make it harder 
for attackers and build more resilient ecosystem. 
This is a task for the entire IT industry and their 
customers – be it the Fortune 500 companies, gov-
ernmental organisations, or small to medium-sized 
businesses (SMBs). One response by the U.S. Gov-
ernment was to issue an Executive Order, “Improv-
ing the Nation’s Cybersecurity”, in May 2021. With 
this Executive Order, the Biden administration aims 
to address barriers to information sharing and es-
tablish cybersecurity requirements for government 
agency suppliers.57

Part of this task is that organisations should inquire 
about the software of their vendors and its secur-

ity measures. It should also be clear that vendors 
conduct continuous security and risk assessments 
of their products, rather than just at one point in 
the lifetime of a software. However, it is also the 
responsibility of companies to ensure that the 
software they introduce into their networks does 
not make them vulnerable. After the attack, there 
were debates about the state of cybersecurity at 
SolarWinds and whether the company was devot-
ing enough resources and effort to security.58 There 
was in particular a debate after it became known 
that the password ‘solarwinds123’ was listed on 
GitHub until at least November 2019. SolarWinds 
stated that the password was for a third-party 
application and not to access their IT systems. 
Nevertheless, the question remains as to how the 
company processed security internally.59 Sudhakar 
Ramakrishna, the CEO of SolarWinds, announced 
a shift to a truly ‘security-by-design’ approach by 
the company. He has published an 11-point plan, 
which names three primary areas SolarWinds aims 
to focus on, namely the internal environment, the 
product development environment, and the secur-
ity as well as integrity of their products.60

The SolarWinds hack is another example of the 
importance of information sharing of cybersecurity 
events and the ability to connect the dots between 
different events that seem isolated, but are connec-
ted indeed. There were some early warning signs. 
Volexity, a cybersecurity company, had already no-
ticed suspicious activity on a client’s computer in 
July 2020, which they thought might be connec-
ted to an update by SolarWinds. However, they felt 
they did not have enough evidence to report it. In 
October 2020, Pablo Alto Networks discovered a 
backdoor, which seemed to be connected to the Or-
ion platform. They worked with SolarWinds to de-
termine the underlying cause but did not conclude 
that this was a supply chain attack.61

These revelations prove the need for a culture 
change in companies and the understanding that 
sharing relevant information can only help the 
whole industry. However, it also requires efficient 

55 See Shah (2021). 
56 See Satter/Bing/Menn (2020). 
57 See The White House (2021b).
58 See Kovacs (2021b); see Temple-Raston (2021).
59 See Vaughan-Nichols (2021). 
60 See Ramakrishna (2021b). 
61 See Temple-Raston (2021).
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information sharing within governments to ensure 
they can act in a coordinated way. This is a task for 
governments globally. 

CSCAs rely on the fact that there are software inter-
faces and that suppliers have access to other net-
works, usually with certain privileges giving them 
the initial foothold needed. A zero trust mindset ad-
opted by companies can therefore be an essential 
aspect of cyber defence. Zero trust assumes that 

a breach is possible rather than assuming that the 
inside network is essentially secure. This includes 
thinking about who has and who needs privileges 
within a network environment. Adopting a least 
privileged access strategy already makes organisa-
tions more secure against attacks by reducing the 
attack surface and minimising opportunities for lat-
eral movement by intruders. Additionally, the zero 
trust mindset means a shift from assuming trust to 
explicitly verifying an access request.62

62 See Weinert (2021). 
63 See Kaseya (2021a). 
64 See Kaseya (2021b). 
65 See Osborne (2021). 
66 See McHugh (2021). 
67 See Kaseya (2021b). 
68 See Kaseya (2021c). 

3.2. case Study Kaseya - uSA

Kaseya is an American software company founded 
in 2001. The company focuses on the develop-
ment of software to manage networks, systems, 
and information technology infrastructure. Its main 
customers are managed service providers, which 
proved critical in the cyberattack. The company 
aims to manage, secure and automate IT, as stated 
on their website.63 Kaseya describes itself as “the 
leading provider of IT and security management 
solutions for MSPs and […] SMBs.”64 Kaseya has a 
presence in ten countries with its headquarters in 
Miami, Florida and its international headquarters 
in Dublin, Ireland. Globally, over 40,000 organisa-
tions use at least one Kaseya software solution.65 
Due to the fact that Kaseya is not a publicly traded 
company, it is not required to publish its annual 
revenue. However, in an interview with CEO Fred 
Voccola, he stated that the company was valued 
at $2 billion in 2020, which increased to $3 billion 
in 2021. Voccola added that Kaseya saw revenue 
growth of about 20 percent to around $360 million. 
He announced that Kaseya has plans to become 
publicly listed by the end of 2021.66 These plans 
seem to be delayed, most likely due to the ransom-
ware attack in summer 2021. 

3.2.1. cyber Breach characteristics

At midday on Friday July 2nd 2021, internal and 
external sources alerted Kaseya to a potential 

attack.67 The vulnerability was detected in the Vir-
tual System Administration (VSA) software. VSA is 
a remote monitoring and management software. 
Customers, mainly MSPs, can install VSA on their 
own servers (on-premises) or use a cloud offer-
ing hosted by Kaseya as a Software-as-a-Service 
(SaaS). 

As a first quick and proactive measure, Kaseya shut 
down their SaaS servers and notified all their on-
premises customers to also shut down their VSA 
servers to avoid being compromised. This may ex-
plain why only a small number of Kaseya’s custom-
ers and their respective clients were affected by 
ransomware attacks or security breaches in their 
systems. All customers that experienced ransom-
ware attacks were on-premises clients. Kaseya also 
notified the respective law enforcement agencies 
such as the FBI and CISA on that Friday. Further-
more, while activating their own incident response 
team, they also hired external experts to help them 
with the recovery.68

On the following Monday, July 5th, REvil, one of the 
most well-known cybercrime groups, publicly an-
nounced that they were responsible for the attack. 
For the exchange of $70 million in Bitcoin, REvil 
offered to publish a publicly available decryptor. 

REvil is specialised in the blackmailing of com-
panies. Furthermore, they offer Ransomware-as-
a-Service (RaaS) for smaller groups that have 
less “manpower” and expertise. On their “reveal  
platform” on the Tor network, they publish the 
stolen data of blackmailed victims and also offer 
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Figure 8: Ransom note from REvil

Source: Schmidt (2021)

69 See Ibid. 
70 See Finnegan/Nagle (2021). 
71 See Greig (2021a). 
72 See Kaseya (2021c).
73 See Greig (2021b). 
74 See U.S. Department of Justice (2021). 
75 See Beaumont (2021). 

“negotiations”, as in the case of Kaseya about a 
universal decryptor.69 U.S. president Joe Biden 
had a call with Russian president Vladimir Putin 
in which he made it clear that he expects Russia 
to take action against groups such as REvil if they 
are operating on Russian soil (even if it was not a 
state-sponsored attack) in the case that the U.S. 
provides them with sufficient information about 
who was responsible for an attack.70 Several days 
later, all of REvil’s “dark” websites were suddenly 
offline. This included the payment and negotiation 
site. It is not clear whether the shutdown was ini-
tiated by Russian authorities following the phone 
call with Biden or whether the group shut down the 
websites itself. Another likely option is that Russia 
asked REvil to voluntarily shut down the websites 
while the group kept the entire ransom from vari-
ous incidents.71

Kaseya gave its customers relatively quick access to 
a compromise detection tool to scan their systems 
for a potential breach. Customers that already had 
their systems encrypted were advised not to click 
on any links since these could be weaponised. Ka-
seya was able to fully bring back their SaaS infra-
structure by July 12th and, at the same time, they 
made patches for on-premises customers available. 

On July 22nd, Kaseya stated that they had obtained 
a universal decryptor key for victims of the REvil 

ransomware attack. It was stated that they had ob-
tained it through a third party, though they did not 
clarify who that third party was.72 They apparently 
did not pay for the key, or at least denied this pub-
licly. Kaseya provided the decryptor key to some of 
the 1,500 victims of the ransomware attack. 

In exchange for the key, Kaseya asked the respect-
ive organisations to sign a non-disclosure agree-
ment. This was not confirmed by Kaseya spokes-
persons, but security experts working for some of 
the affected organisations confirmed this. However, 
this key came too late for most of the victims, since 
a majority had already painstakingly recovered 
their systems one by one through backups, or had 
chosen to pay the ransom.73

In November 2021, the U.S. Department of Justice 
announced an arrest of a Ukrainian national, char-
ging him with conducting ransomware attacks, in-
cluding the one against Kaseya. They also charged 
a Russian national with conducting Sodinokibi/REvil 
ransomware attacks against multiple victims while 
also seizing $6.1 million of alleged ransom pay-
ments.74

3.2.2. Forensic Analysis 

REvil initially used a zero-day exploit to gain 
initial entry to the VSA server infrastructure.  
Afterwards, they had the ability to execute remote 
commands. This was used to send an alleged auto 
management update to VSA clients. Because MSPs 
normally have administrator rights into their cus-
tomers networks, these updates also infected the 
clients of the MSPs.75
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Figure 9: Overview of the Kaseya attack

Source: Viggiani (2021)

Kaseya was made aware of this zero-day exploit 
through a coordinated disclosure and was preparing 
already a patch. Ultimately, however, they were not 
fast enough, as security researcher Victor Gevers 
states: “unfortunately, we were beaten by REvil in 
the final sprint, as they could exploit the vulnerab-
ilities before customers could even patch.”76  

REvil used an authentication bypass for initial entry 
into the system in the Kaseya VSA web interface. 
This was possible due to a flaw in the authentica-
tion logic.77 Therefore, they were able to “circum-
vent authentication controls, gain an authenticated 
session, upload a malicious payload, and execute 
commands via SQL injection, achieving code exe-
cution in the process.” 78

Figure 10: Attack Kill Chain of Kaseya attack

Source: Viggiani (2021)
76 See Gevers (2021). 
77 See Andersson (2021). 
78 See Osborne (2021).
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Once a server is infected, administrative access is 
shut down and the encryption process starts. When 
this process is complete, the desktop shows a blue 
image with the note that all files are encrypted, as 

seen in Figure 11. When a victim opens the link to 
the instructions, a readme text file opens. The link 
on the ransom note then leads to a page with the 
instructions for payment, as seen in Figure 12.79

Figure 11: System wallpaper after the completion of the encryption process

Source: Camp/Goretsky (2021)

Figure 12: Page with instructions on how to pay the ransom

Source: Camp/Goretsky (2021)
79 See Camp/Goretsky (2021).
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3.2.3. Subsequent (related) Attacks

MSPs (Kaseya’s largest customer group) are re-
sponsible for managing the IT infrastructure of 
companies that outsource these services. Kaseya 
declared in a first statement that approximately 
50 direct customers were impacted. However, 
more importantly, these MSPs are responsible for  

approximately 800,000 to 1,000,000 local and 
small businesses worldwide. In a first estimation, 
Kasey stated that 800 to 1,500 were comprom-
ised.80 ESET Research declared that, based on their 
telemetry analysis, most of the reports came from 
the UK, South Africa, Canada, Germany, the United 
States, and Columbia.81

Figure 13: Victims of the REvil Ransomware Attack

Source: ESET Research (2021)

One of the most prominent victims was the Swedish 
supermarket brand Coop. Coop itself does not use 
the compromised Kaseya software. However, one 
of their IT service providers, Visma, does. Visma 
manages the payment systems for the supermar-
ket. Due to the attack, the whole payment system 
of their cash register and self-service checkouts 
stopped working. Coop had to close around 500 
stores and reboot the system.82

The Swedish pharmacy chain, Apotek Hjärtat, 
which runs over 390 pharmacies, was another vic-

tim that was also not a customer of Kaseya. They 
were also unable to take payments.83 Overall, Ka-
seya states that less than 0.1 percent of their direct 
clients were compromised, but due to the nature 
of their customers, up to 1,500 companies globally 
experienced a ransomware attack.84

3.2.4. Financial Impact 

Kaseya has not yet publicly stated how much the 
incident cost them. It can, however, be estimated 
from other known sophisticated cyberattacks that 

80 See Kaseya (2021b). 
81 See Camp/Goretsky (2021). 
82 See Paganini (2021). 
83 See Beaumont (2021).
84 See Osborne (2021).
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the cost to Kaseya alone was several million U.S. 
dollars. The affected companies can be expected 
to face similar costs, either because they had to 
restore their systems, or because they paid for the 
ransomware.  

3.2.5. Lessons Learned from the Attack 

Timing is everything. The Kaseya attack was ex-
ecuted on the Friday before July 4th. This meant 
that, at least in the U.S., many people were already 
unavailable due to the holiday weekend. This is not 
the first time hackers have used windows of op-
portunity shortly before or during a holiday.85 They 
know that this is the time when most organisations 
run low on staff, while defence mechanisms, as 
well as awareness, might not be as high as usual. 

Furthermore, response time might be delayed un-
der these conditions because key personnel are on 
vacation or cannot be reached. Delayed response 
time can lead to greater damages in the IT infra-
structure of a company, which makes recovery 
more time-consuming, expensive, and possibly 
more difficult. Therefore, it is absolute critical for 
organisations to take this into consideration and 
ensure that their networks are not defenceless over 
holiday periods, and that key IT personnel can be 
reached in case of emergencies.86

Kaseya was communicating quite closely with its 
customers during the security breach and in par-
ticular during the downtime of the VSA SaaS. They 
regularly sent status updates, notified customers 
about next steps to take, and gave information on 
when services might be back or when patches could 
be expected for on-premises customers. However, 
attackers exploited this regular communication by 
sending phishing emails to customers. These were 
fake emails containing links and/or attachments 
that possibly contained malicious links. Kaseya re-
sponded by sending updates without links or at-
tachments.87

Organisations must be aware that attackers might 
use certain opportunities to profit from security 

breaches. Organisations should therefore consider 
this possibility in incident response plans and pre-
pare for the handling of such situations. This should 
include the communication aspect. Well-prepared 
crisis communication in response to cyber incidents 
is a benefit for organisations seeking to maintain 
their customers’ trust.  

Ransomware has been on the rise for years and 
the process has been professionalised. RaaS has 
also gained popularity. Nowadays it is possible to 
issue ransomware campaigns even without tech-
nical knowledge. This is also linked with interna-
tional state behaviour in the realm of cyber norms 
and understandings of what constitutes responsible 
behaviour. In the case of Kaseya, the attack was 
coded to circumvent Russia by avoiding systems 
that have as their default language Russian or re-
lated languages from the former USSR region.88  
Russia is known for allowing cybercriminals to op-
erate within their borders as long as they do not 
target Russian companies.89 However, by allowing 
them to operate relatively freely, it endangers the 
integrity and security of the whole IT ecosystem. 

Many organisations today rely on MSPs for their 
IT infrastructure. However, as the Kaseya attack 
shows, this can become a security risk. The vast 
majority of victims were not direct clients of Ka-
seya, but clients of the affected MSPs. MSPs already 
play a crucial role when it comes to cybersecur-
ity, but with increasing digitisation and the rising 
complexity of the issue, their role will become even 
greater. It is therefore critical that companies con-
sider MSPs as a potential attack vector in their risk 
assessment. 

This includes considering the admin privileges MSPs 
have within their networks. Organisations should 
consider cybersecurity as a factor when choosing 
their MSP. On the other hand, MSPs must be aware 
that they themselves can pose a cybersecurity risk 
and can be used as an attack vector. This means 
they must consider their own cybersecurity stand-
ards and cyber hygiene. Consequently they can 
provide another cyber defence mechanism by pre-
venting a supply chain attack already at the edge 
of their networks, rather than being the channel 
through which it spreads.85 See Cybersecurity and Infrastructure Security Agency (2021b). 

86 See Cybereason (2021). 
87 See Kaseya (2021b).
88 See Mendrez/Kazymirskyi (2021). 
89 See IronNet (2021). 
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4 FINANCIAL IMPACT

4.1. Stock Market Price Analysis and evaluation

4.1.1. Methodology – event Study

The Event Study Methodology is the main meth-
odology used in analysing the effect of cyberattacks 
on the firm’s value. This methodology became typ-
ical in finance following the pioneering work of Ball 
and Brown90, Beaver91 and Fama et al.92 Commonly 
used in combination with signal theory, event study 
analysis is a branch of econometrics that attempts 
to measure the informational relevance of an event 
and analyses the reaction of stock prices following 
the release of new information. The primary focus 
is on quantifying the indirect costs caused by an 
unforeseen event, which have a long-time horizon 
and are more difficult to calculate than direct costs.  
93The premise of the method requires organisations 
under study to be publicly traded so that the mar-
ket has the opportunity to adjust the capital value 
in response to a given event. Potential stock price 
changes are evaluated for the presence of Abnor-
mal returns (Ar) over a given period. 

According to this perspective, favourable (or un-
favourable) information generates an increase (or 
decrease) in prices and therefore positive (or neg-
ative) abnormal returns. Moreover, the magnitude 
of variation is positive and highly correlated with 
the type of information revealed by the event. A 
key assumption of the event methodology is that 
the calculated ARs are not the outcome of a ran-
dom event, but the outcome of the respective 
event analysed. However, the non-response of fin-
ancial markets may arise from the lack of novel 
information captured by the event or from market 
inefficiencies.94

Three main concepts are applied in the event study 
methodology: the estimation period, event 
window/observation period and the cumulat-
ive abnormal return (cAr).

• The estimation period refers to the time win-
dow prior to the analysed event, upon which the 
researcher predicts the “normal” return corres-
ponding to a chosen model. The length of the 
estimation period plays a crucial role in event 
studies, as it may affect the estimated model 
parameters and thus the significance of statist-
ical tests.

• The event window/observation period refers 
to the time period encompassing the date of the 
event in which its effect on the market price is 
observed. Although the chosen time window var-
ies in literature,95 the trend is to shorten it to en-
sure that the measured effects are attributable to 
the event being analysed.

• The cumulative Abnormal return (cAr) is 
the difference between observed and theoret-
ical profitability. The abnormal return is the key 
measure for event studies. The literature on 
models applied in event studies shows a tend-
ency to favour a regression-based model, in-
cluding a market model, whose performance is 
comparable to that of the capital Asset Pricing 
Model (cAPM). Moreover, the majority of stud-
ies address abnormal performance ranging from 
0.5 percent to 1.5 percent, which is considered 
“realistic performance”.

Applying the event study methodology, the impact 
of cyber attacks on firms that have experienced 
CSCAs and are listed on either NASDAQ or on na-
tional stock exchange markets is examined. 

4.1.2. Data

In examining incidents, we considered security 
breaches in supply chains that affect individual 
organisations and are caused by targeted or dis-
tributed attacks or as collateral damage. As a first 
step, a database was created with various company 
information that is covered by the above definition. 
These include:

90 See Ball/Brown (1968).
91 See Beaver (1968).
92 See Fama/Fisher/Jensen/Roll (1969).
93 See Pirounias/Mermigas/Patsakis (2014).
94 See Dumontier/Martinez (2001).
95 See Peterson (1989).
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Table 1: Categorisation of Cyber Supply Chain Attacks (CSCA) Cases.

case (the synonyms used 
in the public for this kind 

of cyber attack)
company Name Industry

Number of employees revenue Branches

country continent Date of Security Breach

Date of Detection Date of report Kind of Publication (own an-
nouncement of by third parties)

Attack Vector (for example mal-
ware, ransomware, phishing, brute 
force attacks, etc.)

exploited Vulnerability (kind of 
technical, human, organisational 
exploitation)

Point of Intrusion into Supply 
chain

Position in Supply chain Infrastructure (part of the criti-
cal infrastructure according to the 
Directive on Security of Network 
and Information Systems (NIS-
Directive) of the European Union 
– ENISA or the Federal Office for 
Information Security – BSI)

Attacker (for example nation 
state actors, cyber-criminals, 
script kiddies, hacktivists, insider, 
etc.)

Motivation Modus operandi Damage (with date; might chan-
ge over time with new information 
disclosed)

Settlement (Lawsuits) Spending for recovery of Busi-
ness (with date)

total Damage (with date)

Amount in Mio. € Sources

Source: Own illustration

Following this classification and definition, cases 
from publicly available (open) sources were listed 
(34). From this, 13 companies (but 14 assets, as 
we distinguish between Maersk A – stocks with 
more voting rights – and Maersk B – stocks with 
fewer voting rights) were identified that were eli-
gible for an event study based on the publicly avail-
able data. These companies were not deliberately 
selected (related to their market/business import-
ance), nor are their event study characteristics 
specific to the company in question.

The “event” is defined as the date on which the 
circumstances of the incident or the incident itself 
was published, either by the company or by third 

parties such as the media, cybersecurity research-
ers, and so on. The event day (t=0) is to be 
distinguished from the date of the attack or intru-
sion, which might have occurred weeks, months, 
or even years ago. In an efficient market, a stock 
market reaction to the announcement of an event 
is usually expected immediately after a wider pub-
lication. 

Moreover, the event day (t=0) also sets the date for 
the event window/observation period and the 
estimation period that is subsequently analysed. 
Against this background, we examined the method-
ological approach of relevant event studies that also 
focused on security breaches (see Table 2).
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Table 2: Event Studies on Security Breaches.

Author(s) type of Security 
Incident events time Frame Method

Campbell et al. 
(2003)96 Security breach 43 1995 – 2000

Event Study (ES),
3-day Event Window 

(EW) [-1; 1],
120-day Estimation 
Period (EP) [-121; -2]

Cavusoglu et al. 
(2004)97 Security breach 66 1996 – 2001

ES,
2-day EW [0; 1],

160-day EP [-160; 
-1]

Kannan et al. 
(2007)98

Security breaches
 of any type 72 1997 – 2003

ES,
30-day EW [-1; 29],
50-day EP [-50; -1]

Gordon et al. 
(2011)99 

All types of
 security breaches 121 1995 – 2007

ES,
3-day EW [-1; 1],

120-day EP [-121; -2]

Yayla and Hu 
(2011)100

All types of security 
breaches 123 1994 – 2006

ES,
11-day EW [-1, 1] 
[-1, 5] [-1; 10],

120-day EP [-130; -10]

Pirounias et al. 
(2014)101

All types of security 
breaches 105 2008 – 2011

ES, 
3-day EW [-1; 1];

200-day EP [-201; -2]

Source: Own illustration

Because increasing size of the event window/ob-
servation period also increases the risk of encoun-
tering other random events that may change the 
company’s share price, a shorter event window/ob-
servation period is reasonable to reduce these ef-
fects. With the increasing length of the event win-
dow/observation period, the accuracy of the results 
obtained from an event study diminishes.102

In accordance with this theory and considering the 
analysed event studies (see Table 2), we chose an 
event window/observation period of three 
days [0;3] following the official publication of the 
security breach (see Figure 14). For daily event 
studies, the estimation period for evaluating nor-
mal returns typically varies between 100 and 300 
days and ends one day prior to the selected event 
day (t-1).103    

96 See Campbell/Gordon/Loeb/Zhou (2003).
97 See Cavusoglu/Mishra/Raghunathan (2004).
98 See Kannan/Rees/Sridhar (2007).
99 See Gordon/Loeb/Zhou (2011).
100 See Yayla/Hu (2011).
101 See Pirounias/Mermigas/Patsakis (2014).
102 See Fama (1991).
103 See Kritzman (1994).

Figure 14. Selected Event Study Time Windows

Source: Own illustration

t-100 t-20 t-1 t=0 t+3

Observation Period/
Event Period

Estimation Period
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The study sample includes data from the following 
assets: Maersk A (stocks with more voting rights), 
Maersk B (stocks with fewer voting rights), Leoni 
AG, Norsk Hydro, X-FAB, Honda, rheinmetall, 
Stadler rail AG, uPS Logistics, clarkson PLc, 
Mondelez Int., Fedex, rockwell Automation, 
and Saint-Gobain. Most companies published a 
press release on the incident, which served as the 
event day (t=0), whereas for Rockwell Automation 
we relied on newspaper releases.

Following the analysis of relevant event studies and 
the common methodological approach to determ-
ine the estimation period in daily event studies, we 
chose an estimation period of 100 trading days 
prior to the event day (t-1). 

Furthermore, we conducted a second analysis with 
a shorter estimation period of 20 trading days prior 
to the event day (t-1). This was motivated by the 
fact that some time series exhibited a high degree 
of noise over the entire period, as can be observed 
in Figure 15 (100 days). The approach of relying on 
daily stock returns is consistent with Morse104 and 
Brown and Warner.105 The estimation period of 100 
trading days is intermediated to Brown and Warner, 
who collected data for 250 days, and Sinanaj and 
Zafar,106 who applied 44 daily returns prior to the 
incident for their study of data breaches and stock 
returns. 

Following Beaver,107 we collected the closing price 
for each trading day, which is the final price of each 
daily trading session. The decision to utilise clos-
ing prices was taken for availability concerns, but 
not because it is the only suitable and appropriate 
variable. Closing prices only display the last price of 
the trading day and therefore provide only limited 
information on price trends. An alternative would 
be to take the daily average share price, as this 
can present a more precise picture of the overall 
price development. A further concern was related 
to our sample containing stocks from differently or-
ganised stock exchanges that differed in their pub-

lic order book policies. We therefore reached the 
pragmatic decision to collect closing prices as raw 
data. In calculating returns, we followed the most 
commonly used Mean-Adjusted return (MAr) 
formula as described, for example, by Brown and 
Warner:108

 

…where Ri,t designates the observed daily return 
for stock i at day t. Ri describes the average daily 
return of stock i for the observed period. A_(i,t )
covers the abnormal return for stock i at day t; this 
variable can be interpreted as the extent to which 
realised returns on the event day deviate from the 
returns that would be expected. Thus, as Campbell 
et al.109 noted, abnormal returns can be considered 
a prediction error. 

To assess the impact of a cyber incident on stock 
market returns for suppliers, we proposed the cus-
tomary null hypothesis.110

Null hypothesis H0: there is no stock market 
reaction after information on a cyber incident 
has been released. 

In testing our H0, we used a simple two-sample 
t-Test with equal variances on the mean of abnor-
mal return before and after the event. In statistics, 
t-Tests are a type of hypothesis test applied to com-
pare means. Since they reduce the sample data 
to a number, the t-value, they are called t-Tests. 
This tests for statistical differences in the mean of 
abnormal returns in the post-event period versus 
the pre-event period. Figuratively speaking, it tests 
whether any jumps at time t are significant.

4.1.3 results 

Figure 15 (100 days) shows the respective cumu-
lative Abnormal returns (cAr) for the 100-day 
estimation period, and Figure 16 (20 days) displays 
the CARs for the 20-day estimation period in our 

104 See Morse (1984).
105 See Brown/Warner (1985).
106 See Sinanaj/Zafar (2016).
107 See Beaver (1968).
108 See Brown/Warner (1985): p. 6.
109 See Campbell et al. (2003): p. 441.
110 See Ibid: p. 435.
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sample. Table 3 contrasts the results (by company) 
in a two-sample t-Test and displays the comparison 
to actual losses reported in the annual report. 

The cAr over the event window [t=0; t=3] is cal-
culated as follows:

Figure 15 (100 days) and Figure 16 (20 days) 
show the CAR on the y-axis for the stock market 

performance of each company. Consequently, the 
graphical analysis complements our hypothesis 
testing and confirms our mixed results. On one 
side, the chart for Maersk A, Maersk B, X-Fab, 
Fedex, rockwell and Stadler shows that the 
performance of their CAR is not strongly influenced 
by press releases on the cyber incident. On the 
other side, clarkson, Mondelez International, 
rheinmetall, Leoni and Norsk Hydro indicate a 
negative swing in their representative cumulated 
abnormal return.

Figure 15. 100 Days – Cumulative Abnormal Returns (CAR).
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Source: Own calculations.
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Figure 16. 20 Days – Cumulative Abnormal Returns (CAR).
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Source: Own calculations.

In our sample, the impact of cyber incidents on 
stock market returns were generally small, as the 
results of our t-Tests indicate. The null hypothesis 
(H0), which states that the incident had no effect 
on abnormal returns, could only be ruled out for 
clarkson and Mondelez International based on 
a 100-day estimation window. Leoni, Norsk Hydro, 
and Rheinmetall also showed negative effects, but 
not with sufficient statistical significance to rule out 
the null hypothesis (H0). The results for 20 days 
indicate that Mondelez International, rhein-
metall, and Leoni experienced abnormal returns 
at a significant level. The results for Norsk Hydro 

and clarkson are only marginally significant, so 
we cannot make a clear and unambiguous state-
ment on the relationship between cyber incidents 
and stock market returns here.

In general, the returns of the other stocks showed 
more negative effects than in the 100-day estim-
ation period, but results are still below the level of 
statistical significance. In addition, we juxtaposed 
the results of the statistical analysis of stock re-
turns with reported losses from annual reports 
(see Table 3) to present a broader picture of over-
all financial losses. 
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company reported Losses
t-test results

Mean Abnormal return 
(100 days) p-value 

(critical value = 0.1)

t-test results
Mean Abnormal return 

(20 days) p-value 
(critical value = 0.1)

Maersk A
250-300 million USD 
according to Maersk Annual 
Report 2017111

No significant negative 
abnormal return 0.8288

No significant negative 
abnormal return 0.8468

Maersk B
250-300 million USD 
according to Maersk Annual 
Report 2017112

No significant negative 
abnormal return 0.8284

No significant negative 
abnormal return 0.8848

Leoni AG 40 million EUR113 No significant negative 
abnormal return 0.2685

Significant negative 
abnormal return 0.0513

Norsk Hydro
650-750 million NOK 
according to annual report. 
Company has cyber 
insurance114

No significant negative 
abnormal return 0.3046

Marginally significant 
negative abnormal return 
0.1495

X-Fab No cost data available yet; 
incident very recent

No significant negative 
abnormal return 0.6022

No significant negative 
abnormal return 0.6311

Honda No cost data available yet; 
incident very recent

No significant negative 
abnormal return 0.3620

No significant negative 
abnormal return 0.1807

rheinmetall No cost data available yet; 
incident very recent

No significant negative 
abnormal return 0.2315

Significant negative 
abnormal return 0.0499

Stadler rail No cost data available yet; 
incidents very recent

No significant negative 
abnormal return 0.5521

No significant negative 
abnormal return 0.5919

clarkson
Minimal financial damage 
according to annual report115

Significant negative 
abnormal return 0.0667

Marginally significant 
negative abnormal return 
0.1180

Mondelez International 114 million USD116 Significant negative 
abnormal return 0.0496

Significant negative 
abnormal return 0.0402

Fedex 400 million USD according to 
FedEx Annual Report 2018117

No significant negative 
abnormal return 0.6432

No significant negative 
abnormal return 0.391

rockwell Automation No costs induced118 No significant negative 
abnormal return 0.8397

No significant negative 
abnormal return 0.8454

Saint-Gobain 67 million EUR119 No significant negative 
abnormal return 0.6158

No significant negative 
abnormal return 0.8333

Table 3. Results Two Sample t-Test.

Source: Own calculations.

111 See Maersk (2018). 
112 See Ibid. 
113 See Leoni AG (2018). 
114 See Norsk Hydro (2020).
115 See Clarkson (2018). 
116 See Mondelez Int. (2018).
117 See FedEx (2019).
118 See ptsecurity (2017). 
119 See Saint Gobain (2018). 

4.1.4. the economic Impact of  
   cyber Supply chain Attacks

The psychology of markets has preoccupied fin-
ancial analysts for quite some time. Predicting or 
identifying certain trends at an early stage is in-
valuable. However, certain market reactions are 
not always comprehensible, and thus unpredict-
able. This applies particularly to the influence of 
external effects, which can have a rapid and some-
times severe impact. Cybersecurity incidents are 
among these externalities that, in a perfect market, 
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120 See Campbell et al. (2003): p. 443.
121 See Cavusoglu/Mishra/Raghunathan (2004): p. 94.
122 See Ibid, p. 96.
123 See Fama (1960).
124 See Ball (2009).
125 See Liu (2015).
126 See Rosati et al. (2017).

should elicit an immediate response. However, in 
the present event study, we were unable to provide 
substantial evidence of a generally statistically sig-
nificant response to a cyber incident.

Campbell et al.120 used a comparable methodology 
and reported largely insignificant results. Thus, 
our mixed results generally align with studies that 
found a strong association with stock returns after 
cyber incidents (Cavusoglu et al.)121 and those that 
found no relationship at all (Campbell et al. 2003). 
The reasons for this may be manifold. Neverthe-
less, it can be speculated that investors have also 
learned from past incidents and that the nervous-
ness on markets triggered by recurring events has 
eased somewhat. 

Furthermore, as Cavusoglu et al.122 note, all event 
studies suffer from the assumption of informa-
tion-efficient markets and rational investors. 
Fama’s123 efficient market hypothesis is generally a 
strong and controversial assumption that also has 
its critiques (see for example Ball124 for a discussion 
following the Lehman crash). 

This is compounded by other factors such as busi-
ness cyclical effects. The cyberattack on X-Fab, for 
example, occurred in early summer during the first 
COVID-19 lockdown in Germany, where the busi-
ness disruption and the resulting production down-
time may not have been as dramatic as one would 
expect in a boom year.  

Moreover, reported financial losses due to the cy-
berattack were quite heterogeneous across com-
panies. Rockwell Automation, for example, did not 
report any losses due to the incident in their annual 
report. Nevertheless, the results for Maersk, FedEx 
and Saint-Gobain are counterintuitive, as they re-
ported massive losses. 

However, limitations of our analysis include the 
very small sample size as a result of the nar-
row definition of cyber supply chain attacks, and 
limited open-source data access. A sentiment 
analysis to assess the impact of the news (on 
the cyber incident) itself, as a proxy for the panic 
factor on the market, might be a meaningful addi-
tion. Sentiment analysis is the field of research that 
analyses people’s opinions, emotions, and feelings 
expressed in written form.125

Further research with larger sample sizes and 
multiple methodologies within and outside the 
event study framework is generally needed to ex-
amine financial losses resulting from cyber incid-
ents, especially for companies that fall into the nar-
row category of intermediate suppliers. 

to gain an overall perspective on economic 
and financial losses, it is helpful to include 
and compare both event studies and results 
from annual reports, as we did in this study. 
The latter conveys an impression of summarised 
operational and realised losses, while the former is 
an indicator of expectations of further financial de-
velopment. Both accounting data and the analysis 
of stock returns are complementary, as accounting 
serves the purpose of reporting past profits and 
losses, while stock returns anticipate expectations 
for the future.

In addition, variables other than stock market re-
turns should be considered for further research, 
such as the effect on bid-ask spreads or total trad-
ing volume, as suggested by Rosati et al.126 Long-
term investors may, for example, buy shares stra-
tegically to avoid panic sales following an event and 
thus counteract negative price volatility. 

Overall, a more balanced approach may be achieved 
by collecting market data in addition to closing 
prices and focusing more on market movements 
on the day of the event, and in this sense also 
shortening the event window.
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5 RECOMMENDATIONS

In systems in which more and more interfaces are 
created and which are increasingly harmonised, 
vulnerabilities are a seemingly inevitable con-
sequence. Nevertheless, some basic practices can 
help to build resilience and create certain redund-
ancies. These measures not only strengthen one’s 
own infrastructure, but also ensure that interfaces 
and supply chains are examined and, as individual 
elements, ultimately follow a holistic approach. 

In such cases, a functioning risk management sys-
tem can achieve greater impact if it incorporates a 
holistic risk assessment by considering the follow-
ing three elements or the 3rs of risk management:

• resilience: The system ought to be adapted to 
potential scenarios/shocks by ensuring processes 
are dynamic and can be modified without losing 
function. This includes analysing core activities 
for dynamic adaption.

• robustness: The system should maintain its ba-
sic functionalities under high “stress/pressure“. 
Interfaces should be designed to resist a degree 
of shock. 

• redundancy: Components and functions of 
a system or infrastructure should have parallel 
units where they are critical, so that they can 
substitute them in the event of a system failure.

We have identified the following main actions:

ÊCreate an overview of own supply chains 
and interfaces

The COVID-19 pandemic has shaken up supply 
chains around the world, exposing both dependen-
cies and vulnerabilities. Nevertheless, the pandemic 
was a booster for digitalisation, and it is therefore 
not surprising that traditional supply chains are in-
creasingly digitalised, creating new interfaces and 
thus new potential vulnerabilities.

Companies often have only limited insights into 
their third-party vendors’ infrastructure and inter-
faces.127 This, however, can increase the attack sur-
face and malicious activities. 

It is therefore indispensable that companies ana-
lyse their supply chains, dependencies, and inter-
faces, and perform an assessment of their hard- and 
software environment and update it permanently. 
Some companies have already lost oversight due 
to the multitude of interfaces and simply hope that 
nothing will go wrong. However, this can be neither 
the requirement for quality management nor for 
cybersecurity, which eventually jeopardises the 
existence of the entire company, especially that of 
SMEs.

Êoverview of critical assets – especially  
intangible assets and indirect costs

With the development of the knowledge economy, 
the contribution of intangible assets to value cre-
ation has become obvious to stock-holding com-
panies, managers, and strategists. 128 This signific-
ance is reflected in the large discrepancy between 
the book value of companies (the tangible assets) 
and the stock market value, which captures all 
the economic (tangible and intangible) assets of 
a company. Many different methods and theories 
have been proposed for valuing intangible assets in 
recent years. 129

Regarding financial valuation, from a more prag-
matic point of view, there are three main ap-
proaches to value intangible assets: the market, 
income, and cost method.

The market approach examines recent transac-
tions and market prices in similar intangible assets, 
regardless of the type of asset being valued, and 
adjusts for the differences between them. When 
valuing real estate, for example, factors such as 
the unit’s square footage, the age and location of 
the building, and its amenities may be considered. 

127 See BlueVoyant (2020): p. 6.
128 See Bontis (2001).
129 See Bounfour et al. (2017). 
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As the market approach is based on comparisons 
with similar assets, extensive data on recent sales 
of comparable assets is essential. In practice, such 
comparisons are thus dependent on data qual-
ity and quantity, and are therefore prone to inac-
curacies. A disadvantage of this method is that in 
many situations it cannot be applied due to the 
nature of the intangible assets. For some intangible 
assets, there is no active market, or they are so 
unique that they cannot be compared to any similar 
intangible assets.

The cost approach (based on the economic prin-
ciple of substitution) differentiates between valu-
ation based on reproduction costs, and valuation on 
the basis of replacement costs. Valuation based on 
reproduction costs determines the costs that would 
be incurred to produce a copy of the intangible as-
set (duplicate). A valuation based on replacement 
cost, on the other hand, is carried out with the aim 
of determining the costs that would be incurred to 
acquire an intangible asset that has the same func-
tionality as another comparable asset.

The income approach is the most widely used ap-
proach for determining the value of intangible as-
sets. The valuation must consider the amount of 
financial surpluses expected from the use of the in-
tangible asset or the economic benefit that can be 
derived from it. In addition, it must consider how 
long financial surpluses are expected from the use 
of the intangible asset (service life). Finally, it must 
consider what risk exists in connection with the ex-
pected use (discount rate). The income approach 
determines the value of an asset by discounting 
the future cash flows or cost savings generated by 
the asset to present value. This method requires 
the valuation to determine the future cash flows 
generated by the asset, the discount rate, and the 
terminal value of the asset. The main difficulty lies 
in the separation of income from intangible assets, 
from income generated by non-intangible assets.

These methods help to conduct a valuation analysis 
in different ways and to distinguish tangible and 
intangible assets. However, for smaller companies, 
which may shy away from complex and cost-in-
tensive valuation methods, it is helpful to roughly 

categorise certain types of intangible assets ac-
cording to the following categories: 

• reputation with clients (steady customers, cus-
tomer relations/service) 

• brand names

• key competences and human capital (assembled 
workforce, education, specific/unique skills, job 
tenure)

• innovation and intellectual property (patents, 
technology, copyrights, trade and business 
secrets, services) 

• data (client, ecosystem, suppliers, functional 
data such as for HR, finance and fiscal)

Companies that do not take these valuation ele-
ments into account and assume that, even in an 
increasingly digital value chain, only physical assets 
have a relevant value, could find themselves in an 
existentially threatening situation in the event of 
an incident.

ÊBusiness continuity management concept: 
manual/guide for the procedure in a  
worst-case scenario

When an incident occurs, people often panic when 
whole systems or even entire infrastructures are 
affected, making work impossible. In such cases, 
a business continuity management concept sets a 
framework for key personnel to ensure that every-
one knows which measures are required in their 
area of responsibility to limit the impact. This in-
cludes the clear allocation of responsibilities (of 
people in general, but also responsibilities on hol-
idays, weekends, and outside normal business 
hours); the consideration of technical and organ-
isational aspects of the company; the internal and 
external communication with authorities, insurance 
companies, the police, customers, suppliers, and 
other business partners, employees and support-
ing units such as cybersecurity companies; and the 
implementation of a protocol that defines how to 
deal with various events. 
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The exchange with other companies, especially 
those that have already been affected and have 
been able to gain experience, can be helpful. This 
also includes cybersecurity authorities, the own in-
surance, interest groups, cities and municipalities, 
and researchers in the field. These best practices 
are a guideline that must be adapted to the com-
pany’s own needs. In addition, so-called penetra-
tion tests can also help to test the digital channels 
to the outside world and identify vulnerabilities at 
an early stage. 

Regardless of the individual security measure and 
the budget, it is important to deal with this issue. 
It is important to consider the consequences of a 
digital or even physical attack on individual areas 
and on the entire system. This is the best strategy 
for identifying potential vulnerabilities and reducing 
the risk of unpleasant surprises. In addition, some 
past cases show that customers appreciate trans-
parency and good crisis management, even if they 
themselves are affected by the incident.130

However, if taken completely by surprise, compan-
ies can quickly find themselves in chaos and ulti-
mately in a situation that threatens the very exist-
ence of the company. 

ÊProblem of lack of transparency and  
willingness to share data with other business 
partners

While on the one hand companies often lack a clear 
overview of the interfaces and interconnections 
with suppliers, business partners, and regular cus-
tomers, on the other hand they are often also un-
willing to share their experiences from past cyber 
incidents with third parties. This is often justified 
by data protection regulations, fear of reputational 
damage, staff shortages, and the like. However, 
transparency is also important for those who have 
already been affected, as it creates trust and be-
cause incidents can recur in this dynamic environ-
ment. 

A network of like-minded peers benefits all parties 
involved as patterns repeat, and thus may prevent 
others from falling into the same trap. Moreover, 
best practices can have a more far-reaching impact 

and investments can be scaled (for example group 
certification in IT security standards and purchas-
ing power for software and hardware for IT- and 
cybersecurity). 

Interest groups can not only gain more economic 
weight through a merger, but also political weight. 
They become more visible, can point out problems 
and vulnerabilities, and apply constructive leverage 
on decision-makers. 

Dealing with incidents transparently is not a sign 
of weakness, but shows strength by addressing 
challenges openly and sharing experiences in the 
industry. Only through cooperation and knowledge 
sharing can vulnerabilities be reduced, and cyber-
security increased. However, this is a mindset and 
not a one-time project.  

Êcyber insurance can contribute to a higher 
general level of It security

Cyber insurance allows a company to protect itself 
against the financial consequences of a cyber incid-
ent. It transfers the residual risk to an insurer and 
thus makes it possible in the first instance to take 
certain risks of digitalisation in an entrepreneurially 
responsible manner. For the insurer, the risk be-
comes more calculable through scaling, which is an 
incalculable coincidence for the individual company. 
In this context, cyber insurance should be seen as 
an element of IT risk management and should in no 
way replace investments in IT security.

That is the theory. However, past events have 
shown that many customers of an insurer can be 
affected at the same time, which can lead to con-
siderable financial burdens for the insurance com-
pany. On the other hand, insurers try to exclude 
more and more covers, which can lead to ambigu-
ities for policyholders and to high financial risk in 
the case of a high claim that is not covered or only 
partially covered. 

Most insurance companies have moved towards 
requiring certain IT and cybersecurity standards, 
without which policies will not be issued. Thus, 
insurers become de facto regulators, as they set 
standards for the issuance of an insurance policy.

130 Becker‘s Health IT (2015).
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6CONCLUSION

This study examined the economic costs of cyber 
operations targeting supply chains from two per-
spectives: by performing an analysis of stock mar-
ket data with the event study methodology to es-
timate the costs of cyber supply chain attacks, and 
by conducting two in-depth case studies.

The event study did not provide substantial evid-
ence of a general statistically significant response 
to cyber incidents in equity markets. The rather 
mixed results, however, are generally consistent 
with studies that indicated a strong association with 
stock returns following a cyber incident, and those 
that found no connection at all. Yet event studies 
suffer from the assumption of information-efficient 
markets and rational investors, which are nowadays 
controversial due to recent developments such as 
the financial crisis in 2008, the COVID-19 pan-
demic, and the recent war in Ukraine. 

Limitations of our analysis include the very small 
sample size due to the narrow definition of CSCAs, 
and limited access to open source data. To exam-
ine financial losses resulting from cyber incidents, 
further research with larger sample sizes and mul-
tiple methodologies within and outside the scope 
of event studies is generally needed, especially 
for companies that fall into the narrow category of 
third-party vendors.

In the Kaseya case study, we highlighted how a 
critical supplier can be massively obstructed in its 
business, which may affect the entire MSPs sector 
as a distributed attack. However, although Kaseya 
has not yet indicated whether it has suffered signi-
ficant financial damage, the damage could be vast. 
Kaseya’s customers are largely MSPs, who are 
themselves responsible for approximately 800,000 
to one million small and local businesses world-
wide. Thus, the tangible as well as intangible dam-
age may be significant, as not only direct but also 
substantial indirect costs may have been incurred 
by the company and its customers.

In the SolarWinds case study, we highlighted how 
attackers can exploit supply chains to achieve their 
ultimate objective. While the actual financial dam-

age of the SolarWinds breach was huge in itself 
– more than $27 million – there is another serious 
asset that is damaged by such attacks: the trust 
between the supplier and the company, particularly 
in areas such as security and software manage-
ment. A loss of trust can result in a customer churn 
and, in the worst case scenario, bankruptcy. 

The CSCA on various organisations via updates of 
SolarWinds’ Orion software illustrates once again 
how vulnerable inadequately secured links in supply 
chains are and how they present a giant gateway 
for malicious activities. In particular when suppliers 
have administrative system access, the door is left 
open for attackers. Supply chain attacks are not a 
new phenomenon, but due to the proliferation of 
networking and the creation of new interfaces, the 
risks are mounting, and vulnerability remains high. 
There is thus still increased need for research that 
addresses the financial consequences to provide a 
distinct assessment of the overall impact.

The cyber domain is extremely dynamic, forcing 
both attackers and defenders to evolve constantly. 
On the one hand, cyber insurance, PR, and crisis 
management as well as general awareness on 
the part of companies and investors may favour 
smooth market reactions to incidents. On the other 
hand, the overall level of connectivity and reliance 
on information technologies is increasing, and with 
it the value of data and digital access in general. 
This, however, also raises the stakes of an incident 
and the potential impact on the reputation of the 
organisation. 

Hence, the aim of this study was to quantify the 
damage of cyber incidents for companies by ap-
plying an econometric analysis and to illustrate it 
in two case studies for targeted and distributed at-
tacks. Even if the results of the impact on listed 
companies are not unambiguous at first glance, 
losses can be significant, as some of the analysed 
annual reports clearly show. Thus, with this study 
we want to create more awareness for the risks 
that arise for companies that are part of a supply 
chain and support their risk analysis with concrete 
figures and potential actions.
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The global economy has created a greater attack 
surface through an ever increasing number of in-
terfaces, of which many companies are not aware. 
These vulnerabilities can have different levels 
of complexity. However, companies can already 
identify potential risks by simple means, such as by 
conducting an assessment of their interfaces and 
their own critical assets, and thus address them 
more effectively.

In our recommendations we formulate initial, 
rather basic measures that must be tailored to in-
dividual needs and should ideally be supported by 
experts. Risk management starts with an assess-
ment, but does not end there. Once awareness has 
been established, ideally not on an incident-related 
level, the necessary investments are easier to jus-
tify and measures easier to priorities.

Consequently, our study covered both case-specific 
and more generic approaches to analysis, provid-
ing a broad perspective on the subject. A further 
research avenue should combine these approaches 
to support building a more holistic view of ecosys-
tems and their evolution from both a business op-
portunity and cyber risk perspective.
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