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EXECUTIVE SUMMARY

Digitalization promises enormous gains in pro-
ductivity but comes with significant cyber risks. 
In order to make full use of its potential, certain 
downsides of digitalization need to be properly ad-
dressed. This study focuses on one particular aspect 
of risk management: cyber insurance. It examines 
the German cyber insurance market in particular 
and shows potential for significant growth of this 
market. Yet, a number of factors need to be ad-
dressed in order to bolster such growth:

- Calculating premiums is difficult with limited in-
formation about cyber risks. The US market shows 
that reporting requirements can lead to greater risk 
transparency, which can facilitate the calculation of 
insurance prices. The German IT Security Law of 
2015 introduced reporting requirements for critical 
infrastructure providers, but their effect remains to 
be seen. In particular, it is an open question if the 
information is made available to insurance com-
panies, for example in anonymous form, for a bet-
ter risk calculation. Increased information-sharing 
and widening the scope of reporting requirements 
should be considered if further risk information is 
needed.

- It is very difficult for customers to compare and 
find appropriate cyber insurance policies due to in-
formation asymmetries and a lack of a common 
standard. While the latter has been addressed with 
model conditions published by the German Insur-
ance Association (GDV) in 2017, a further step 
would be to create a database where potential cli-
ents could search for and compare cyber policies. 

- Cyber terrorists may attack individual compan-
ies, though they target the entire state or society. 
Therefore, insuring terrorism-related risks needs to 
be a feasible option. If this is not possible on the 
insurance market, the state can step in as a rein-
surer.

- Cyber insurance can transfer risks to an in-
surer, but also has the potential to set IT security 
standards required to get insurance or insurance 
at a reduced rate, thus increasing security for all 
members of society. This potential, however, is not 
fulfilled so far. Risk assessments conducted by in-
surers are based primarily on potential damages 
with security measures playing only a minor role 
or none at all. Attempts to offer lower premiums  
for customers who comply with security standards 
were unsuccessful in the UK as the cost of getting 
compliance certified was higher than savings on 
premiums. If this gap cannot be closed, the pos-
itive externalities from higher security standards 
would justify the state to step in with financial sup-
port for certifications or for the insurance policies 
that require them. 

- The German insurance industry could position it-
self as a relevant actor on the IT security landscape 
by adding security assessment components to its 
risk assessments and putting more emphasis on 
support services. This would aid clients in preempt-
ively improving their IT security and would offer 
emergency assistance in the event of a security 
breach. It would also help insurance companies to 
gather information about cyber risks and calculate 
premiums more efficiently.

- German companies remain largely unaware of 
their own cyber risks, but these risks must become 
a more important component of overall risk man-
agement strategies in order to make full use of the 
potential of digitalization. Cyber insurance can be 
an essential part of such strategies and is partic-
ularly attractive for the transfer of residual risks if 
the potential damage is very high and cannot reas-
onably be covered by equity. However, investments 
in cyber insurance should not come at the expense 
of investments in IT security.
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FOREWORD

Why is it not possible to obtain insurance for cy-
ber risk in the same way we do for burglary? This 
question was the starting point of our deliberations. 
Once one looks into the matter, it quickly becomes 
clear that some policies are offered by some in-
surers in a few countries, but that these are often 
tailored to the needs of large customers and only 
cover partial aspects of cyber risk. In some coun-
tries (e.g. the United States), there is considerable 
demand for such products, while most insurance 
policies on the global market for cyber insurance 
are offered in others (e.g. the United Kingdom). 
What are the reasons for this? What regulatory 
framework conditions favor supply and demand in 
these respective markets? Is it possible to enable 
the efficient calculation of cyber risk and transfer it 
into the hands of insurance companies?

In this study, we attempt to look into these ques-
tions. First, the role of insurance in managing the 
economic aspects of cyber risks will be analyzed, 
with a special focus being on industrial cyber risks. 
This means that the theft of data via the Internet 
is not at the forefront of our considerations, but 
rather the manipulation or even sabotage of indus-
trial production processes through SCADA and in-
dustrial control systems.

Industrial processes are being increasingly man-
aged and controlled over the Internet. Industry 4.0 
and developments towards an Internet of Things 
(IoT) are increasing the number of possible attack 
vectors. This means that, if they wish to exploit 
the opportunities offered by digitalization without 
exposing themselves to incalculable risk, corporate 
management has the fundamental responsibility of 
economically managing IT security risk. The trans-
fer of this risk to insurers plays a prominent role in 
efforts to fulfill this responsibility. If such a transfer 
is not successful, advances in the digitalization of 
production will also be inhibited.

We discuss the necessity of security standards in 
the cyber realm and, connected with that, the ne-
cessity of government regulation to increase the 
level of security. Through insurance terms and con-

ditions, insurers can also play an important role as 
a quasi-regulator in this area and can provide an 
incentive for the industry to strengthen their se-
curity efforts. Whether insurance is taking on this 
role is an additional question that we also pursue 
in this study. 

This study and the work that went into it would 
not have been possible without financial support 
from the German Federal Ministry of Education and 
Research (BMBF) and its IT Security Research Pro-
gram. We have learned much about the technical 
background behind industrial cyber attacks in the 
project RiskViz – Providing a Risk Situation Picture 
of Industrial IT Security in Germany – and from 
our project partners. This background knowledge 
was needed to take on this task we have set for 
ourselves. Nevertheless, by no means does this 
study answer all of the questions related to the in-
surability of cyber risks. We are therefore hoping 
for additional support, especially from the BMBF, 
for our work. 

We would foremost like to thank the many people 
at insurance providers and brokers, industry associ-
ations, regulatory authorities, research institutions 
and security agencies in Germany who allowed us 
to anonymously interview them. Their knowledge 
made a crucial contribution to the success of this 
study. 

As authors, we are especially pleased when 
someone reads this entire study from beginning to 
end. However, we also believe that it is also pos-
sible to read each of the chapters individually. Of 
course, we would warmly welcome comments or 
inquiries about the statements made in this study. 

Dr. Tim H. Stuchtey

Executive Director

BIGS –  
Brandenburg Institute for Society and Security
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Numerous national and international cyber at-
tacks and the damage they have caused show 
that the management of IT risks must become an 
increasingly important component of corporate 
management. For example, in 2017, for the first 
time the Allianz Risk Barometer came to the con-
clusion that cyber risks represent the largest risk 
for companies in Germany.1 In 2013, however, 
cyber threats did not rank amongst the top 10 
business risks.2 If we look at the damage figures 
associated with cyber attacks, they at first tell us 
little. In its 2015 annual report on the state of 
cybercrime in Germany, the Bundeskriminalamt 
(Federal Criminal Police Office) specified damages 
of 40.5 million EUR.3 However, we must assume 
that, due to the large number of cyber attacks 
that are not criminally prosecuted, actual dam-
ages far exceed this. For example, for the years 
2014 and 2015, KPMG cites estimated damages 
of 54 billion EUR to the entire German economy.4

In addition to the risks and potential damages re-
lated to office IT that companies are subjected to, 
such as those related to data theft, there is one 
field of IT security that so far has received much 
less attention: production-related IT, for example 
industrial IT security. Industrial production is 
generally characterized by IT risks throughout 
the automatization pyramid, specifically the use 
of industrial control systems (ICS) and, as part 
of these, supervisory control and data acquisi-
tion (SCADA) systems, with which production 
processes are implemented, controlled and mon-
itored.

The use of such systems is not new. They have 
been in existence to some degree for over 20 
years. However, what is new is that they are in-
creasingly networked, that is, connected to the 
Internet. The reasons for this include, for ex-
ample, more cost effective ways to remotely ac-
cess and maintain these systems. However, this 
entails new security risks for companies, as large 
numbers of these networked control systems are 
unprotected and can be attacked over the Inter-

net. The German Federal Office for Information 
Security (BSI) accordingly notes the existence of 
this new threat as follows: 

“Systems for the automatization of produc-
tion and processes – referred to by the term 
Industrial Control Systems (ICS) – are used in 
almost all infrastructures that conduct physical 
processes. These range from energy generation 
and distribution to gas and water supplies and on 
to factory automation, traffic management and 
modern building management. Such ICSs are in-
creasingly exposed to the same cyber attacks as 
conventional IT.” 5

The consequences of a cyber attack on an ICS 
can range from sabotage and espionage to the 
interruption of entire production processes or the 
destruction of facilities. For the industry, this kind 
of damage can be tied to high financial losses. 
This fundamentally applies to all businesses. 
However, for businesses that, according to the 
2015 German law to increase the security of in-
formation technology systems (IT-Sicherheitsge-
setz or IT Security Act) fall in the category of 
so-called critical infrastructure (CI), that is, in-
frastructures which are considered to have spe-
cial significance because they supply utilities that 
are required by society to function, the situation 
has the potential to be much worse. According 
to a definition of the German Federal Ministry of 
the Interior (BMI), critical infrastructures are de-
scribed as follows:

“Critical infrastructures are organizational and 
physical structures and facilities of such vital im-
portance to a nation‘s society and economy that 
their failure or degradation would result in sus-
tained supply shortages, significant disruption of 
public safety and security, or other dramatic con-
sequences.”6

The BMI specifies a total of nine critical infra-
structure sectors (Figure 1). The IT Security Act 
addresses all of these, except for State and Pub-
lic Administration as well as Media and Culture.

I	 INTRODUCTION
      1. Background
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A cyber attack on a critical infrastructure can 
result in higher financial losses on the one hand, 
and on the other hand, sabotage or the disrup-
tion or destruction of a critical infrastructure can 
also have life-threatening consequences for the 
society as a whole. From the perspective of po-
tential attackers, critical infrastructures can also 
be a more attractive target for an attack, because 
of its criticality. One example in this case would 
be the global cyber attack on remote access ports 
of DSL routers in November 2016 that cut Inter-
net access for 900,000 Deutsche Telekom cus-
tomers.7 Had this global attack been successful, 
it would have become a national security prob-
lem for Germany. The identification of gaps in the 
protection of ICS systems, as well as the devel-
opment of appropriate protection strategies, is 
therefore not only essential for risk management 
in the industry and the economy in general, but 
also for operators of critical infrastructure.

The research project RiskViz – Providing a risk 
situation picture of industrial IT security in Ger-
many – takes up this issue. The project’s founda-
tion is the development of a search engine whose 
purpose is to identify potentially vulnerable ICS 
systems connected to the Internet. The search 
engine developed during the project makes it 
possible to identify potentially vulnerable indus-

trial control systems on the Internet, serving as 
a possible early warning tool for the recognition 
of industrial IT risks. Over the long term, the 
aim is to ensure the use of this search engine 
by businesses and public authorities. This would 
be beneficial for several actors in the IT secur-
ity landscape. First, for companies that use ICS 
for their production processes, information about 
such risks could serve as a component in their IT 
risk management process. Additionally, the ag-
gregated visualization of potentially vulnerable 
ICS in Germany would provide additional inform-
ation for situation reports, like those regularly 
produced by the Federal Office for Information 
Security (BSI).

Even when ICS are sufficiently protected by 
identifying vulnerabilities and implementing ap-
propriate countermeasures, a full protection can 
never be guaranteed and some risk will always 
remain. For the companies concerned, whether 
they are critical infrastructure providers or not, 
the question remains of how to deal with this re-
maining risk. Therefore, within the scope of the 
overall RiskViz joint project, cyber insurance and 
the industrial IT security of critical infrastructures 
are one focus of the BIGS subproject. In civil se-
curity in Germany,  the IT security of CI plays 
a role that is special compared to that of other 

Critical Infrastructure Sectors Industries

Energy Electricity, petroleum, natural gas

Food Food industry, food trade

Health Medical care, pharmaceuticals and vaccines, laboratories

Information and Communication Technology Telecommunications, information technology

Finance and Insurance Banks, insurers, financial service providers, exchanges

Media and Culture Broadcast (TV and radio), printed and electronic press, cultural 
heritage, emblematic buildings

Government and Administration Government and public administration, parliaments, judicial bo-
dies, emergency and rescue services including disaster response

Transportation Aviation, ocean shipping, inland waterway transport, railway 
transport, road transportation, logistics

Water Public water supply, public wastewater treatment

Figure 1: Critical Infrastructure Sectors in Germany

Source: Bundesamt für Bevölkerungsschutz und Katastrophenhilfe (2014); own figure. 
(German Federal Office of Civil Protection and Disaster Assistance)
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companies, because the failure of CI, for example 
as a result of sabotage or destruction, could have 
severe consequences. At the same time, CI scen-
arios that could result in the loss of life are also 
conceivable. 

Whereas a “functioning” cyber insurance market 
has existed in the United States since the 1990s 
– at least as far as cyber risks related to data 

access are concerned8 – the general cyber insur-
ance market in Germany is only slowly gaining 
momentum. Nevertheless, the revenue figures 
presented in this study confirm that cyber insur-
ance is a growing market, nonetheless revenues 
measured in absolute terms in Germany are still 
low in this field.

This study is based on the hypothesis that the 
full potential of production advances due to di-
gitalization can only be tapped if the cyber risks 
associated with them can be controlled as part of 
corporate IT risk management. Cyber insurance 
can play an important role in this context (see 
Chapter II, Section 2). The question of the insur-
ability of cyber risks is fundamentally embedded 
in the larger context of how society as a whole 
deals with cyber risks and the matter of risk dis-
tribution. Chapter II will be expanded to include 
a short clarification of the terminology related to 
IT security (Chapter II, Section 1). 

The research goal of this study is a compre-
hensive analysis of the German cyber insurance 
market in particular as well as the insurability of 

industrial IT risks – including critical infrastruc-
ture risks (Chapter III). After starting with a de-
scription of the current cyber insurance market 
(Chapter III, Section 1), the market barriers in 
the German market in general as well as for the 
critical infrastructures in particular will be identi-
fied in the following section (Chapter III, Section 
2). Building upon this, factors that could posit-
ively influence the German cyber insurance mar-
ket will be outlined (Chapter III, Section 3).

In the final chapter, a conclusion will be drawn and 
recommendations for actions that policymakers, 
the insurance industry and individual companies 
can take to further develop the German cyber in-
surance market will be made (Chapter IV).

2. Structure

Particularly in regard to Germany, the devel-
opment of the cyber insurance market and the 
fundamental question of the insurability of cyber 
risks, including in the case of critical infrastruc-
tures, is a very new, perhaps even largely un-
explored field of research. It was therefore not 
possible to draw upon an extensive pool of sci-
entific literature for this study. This is also the 
case for the IT Security Act, which is currently 
still in the process of implementation. For these 
reasons, this study is the result of an interplay of 
background discussions, expert interviews, visits 
to conferences and events, and the evaluation of 
available literature and documents. In addition, 
qualitative semi-structured interviews were con-
ducted with various stakeholders in the fields of 

insurance and reinsurance, insurance brokers, 
public authorities, industry associations, research 
institutions and private companies in Germany. 
However, exchanging information about cyber in-
surance proved easier to accomplish with repres-
entatives from the insurance industry and public 
authorities than with companies and CI operat-
ors. This is partly due to the novelty of the topic 
of cyber insurance and a fundamental sensitivity 
about external communication, especially where 
questions of corporate security and IT secur-
ity are concerned. Conversations with company 
representatives at events, some of which were 
confidential, were more helpful in grasping the 
subject in all its complexity. 

3. Methodological Approach
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Analysis of the cyber 
insurance market

Analysis of current 
insurance practices 

and discourses

Literature analysis, visits to events,  
expert interviews, background discussion

Analysis of the  
political and  

regulatory framework

Figure 2: Methodological Approach

Source: Own figure.

II	THE CONNECTION BETWEEN IT SECURITY AND  
	 CYBER INSURANCE      
	 1. IT Security between Information Technology (IT) and Operational 		
		T  echnology (OT)

To better understand the function of cyber insur-
ance as it relates to IT security in companies, it 
is first important to define the key terms. In gen-
eral, the term cyber security has become widely 
used internationally to describe the security of 
information technology systems and the three 
protection objectives – integrity, confidentiality 
and availability.

However, the use of the term cyber security 
(Cybersicherheit in German), which in Germany 
primarily has its origins in the political sphere, is 
regarded with a certain amount of criticism within 
the IT scene and is somewhat considered overly 
fashionable. However, once we ignore differences 
over the use of the terms “IT security” or “cyber 
security” and agree that both terms are intended 
to describe the same thing, the question remains 
of what we are exactly referring to. Within this 
study, following the BSI definition, IT security 
and cyber security are understood as:

“Cyber security concerns itself with all aspects 
of security in information and communications 
technology, thereby expanding the field of action 
of classic IT security include all of cyberspace. 
This includes all information technology connec-
ted to the Internet and comparable networks and 
all communications, applications, processes and 
processed information based upon this techno-
logy.”9 

Building upon this, we can explain the distinction 
between IT and OT:

“‘Normal‘ IT is a landscape consisting of work-
station computers with the classical office applic-
ations, mobile devices and server systems like 
CRM and ERP. These systems can be grouped to-
gether under the term office IT. The situation in 
production is similar, where control terminals are 
based on classical desktop operating systems. 
Analogous to office IT, these systems are called 
production IT.”10

Industrial control systems are classically included 
as part of OT. However, the criticality and thus also 
the vulnerability of the production systems are a 
result of the increasing convergence between IT 
and OT. Thus, today, IT and OT can hardly be re-
garded as independent from one another, due to 
their networked character.11 It is even plausible 
to suggest the thesis that “there will no longer 
be several separate IT worlds, but rather in the 
future only one.”12

Efforts to implement cyber security and the ques-
tion of how to calculate cyber risk and deal with 
it must therefore always take both of these di-
mensions of IT security into account. However, all 
things considered, it is difficult to draw a clear, ad 
hoc distinction between critical infrastructure op-
erators whose office IT should be protected and 
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those whose production IT should be protected, 
or even those for whom both areas need pro-
tection. This would require an extensive assess-
ment review based upon the IT Security Act and 
critical infrastructure operators (see also Chapter 
III, Section 3.2).

To develop the economic understanding of cyber 
security that is also necessary within the context 
of this study, the BIGS definition of security will 
be drawn upon, according to which security is 
a function of threat and degree of protection.13 
Within this framework, residual risk is thus al-
ways risk that remains after a company has taken 
all intended protective measures. The extent of 
this residual risk then depends upon the scope 
of existing protective measures and the given 
threat. This understanding of security illustrates 
why, despite protective measures, there is a re-
maining risk that may have to be insured against.

The individual scientific disciplines have different 
views of risk and have no uniform definition for 
risk.14 The classic economic definition views risk 
as a result of the multiplication of potential dam-
age by the probability that such damage will oc-
cur. Hence, this also applies to cyber risk.

In contrast to the example of a flood, which can 
be relatively reliably measured thanks to long-es-

tablished centralized flood registries with prob-
ability calculations, estimating the likelihood of a 
successful cyber attack is more difficult. This like-
lihood not only depends on which attack meth-
ods are currently the most common, but also the 
vulnerabilities of the target company. These can 
include not only technical weaknesses, but also 
patterns of employee behavior. However, a high 
calculated risk can have two different causes: in 
one case, it may be a low level of potential dam-
age (loss) with a high probability of occurrence; 
in another, it could be a high level of potential loss 
with a low probability of occurrence. For cyber in-
surance – the focus of this study – in addition to 
the cyber risk, which is understood as the result 
of multiplying the possible loss by the possibil-
ity that the loss will occur, the determination of 
the potential size of the loss within the company 
is crucial. This admittedly poses currently one of 
the most important challenges.15 The damage or 
loss potential and especially the conversion of the 
cyber damage into a monetary figure is the basis 
that the company uses when planning how to 
deal with the potential financial loss. When that 
is accomplished, one of the components to deal 
with the management of cyber risks can be a cy-
ber insurance.

The most important characteristic of cyber in-
surance is that it transfers the financial risk of 
a cyber attack or cyber related loss in general 
to an insurance company. In this study however, 
we want to take a somewhat broader view of cy-
ber insurance, rather than “only” considering it 
from the risk transfer perspective. Instead, we 
regard cyber insurance and thereby the insur-
ance industry in Germany as a whole as an im-
portant actor in cyber security in Germany. This 
attribution is based on the considerations about 
the connection between cyber insurance and the 
level of IT security in a company. If we consider 
the influence of cyber insurance on the level of IT 
security at an individual company, we can initially 

conceive of three reasonable possibilities for how 
this influence could be interpreted. These are 
that cyber insurance has

•	 a positive effect, 

•	 a negative effect or 

•	 no effect

on the level of IT security at a company.

In the following section, the most important lines 
of reasoning for these three possibilities will be 
outlined.

The starting point for this study is the first of 
these possibilities, namely that cyber insurance 
could positively affect the level of IT security of 

2. The Influence of Cyber Insurance  
    on the Level of IT Security in the Company
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businesses. Fundamentally, insurance is ascribed 
a central role in the IT risk management process, 
as with technical security precautions.16 This 
means that cyber insurance does not replace 
other IT security measures, whether they be 
technical or non-technical in nature, but rather 
complements them.

If cyber insurance is understood to be one part of 
IT risk management within a company, then this 
is because it makes it possible to transfer poten-
tial financial losses connected to cyber risk to an 
insurer. The cost of the insurance policy is the 
price for this transfer. The insurer can pool the 
cyber risks of different companies and thus bene-
fit from the law of large numbers. In ideal cases, 
and depending on the potential extent of the loss 
and the corresponding coverage provided by the 
insurer, the provision of insurance for cyber risks 
should be tied to a risk assessment conducted 
in advance. Assuming that the issuance of the 
policy itself and the premium can be tied to the 
level of security at the company, at this time the 
company must consider and address its own level 
of IT security. At the same time, within a broader 
framework, the insurance policy should be tied 
to a regular security inspection. This of course 
requires us to assume that the company man-
agement wishes to purchase cyber insurance. 
Nevertheless, this represents the ideal situation 
for the interpretation that the influence of cyber 
insurance will have a positive effect upon the IT 
security level of a company. 

Conversely, the moral hazard phenomenon leads 
us to the second possible interpretation, that cy-
ber insurance could have a negative effect upon 
risk aversion at the company or among its em-
ployees. The moral hazard concept explains that, 
because insurance would cover the losses in the 
event they occur, this leads to riskier behavior. 
Put simply, if you have cyber insurance, you no 
longer need to worry about IT security and can 
accept greater risks, because if something should 
happen, the insurance will pay for it. The same is 
true when the resources that were invested in a 
cyber insurance policy are no longer available for 
investment in IT security measures.

Finally, it can be postulated that cyber insur-
ance has no significant influence on the level of 
IT security at a company. Some studies for the 
US market seem to support this idea.17 We could 

assume that this applies when companies can 
already demonstrate a high level of IT security, 
either as a result of their own initiative or as a 
result of external regulation, so that cyber insur-
ance can have no additional influence on their 
IT security. Beyond that, the insurance transfers 
the remaining risk to the insurance company in 
the event of a loss due to a cyber attack anyway.

The other case in which cyber insurance would 
not have an effect would be if the initial level of 
IT security at a company were very low, and the 
issuance of a cyber insurance policy is not tied to 
adjustments in the security level. The company 
thus relies only upon the protection provided by 
the insurance policy, but behavior that is less 
risk-averse is not encouraged. Because IT secur-
ity is a responsibility that is never permanently 
fulfilled, but rather one that grows dynamically 
as technology changes, a lack of influence cannot 
be considered good per se, as it can still lead to 
negative effects.

These three possible interpretations clearly illus-
trate the two different functions that cyber insur-
ance can perform in regard to an IT risk manage-
ment strategy: on the one hand the transfer of 
the residual financial risk to the insurer, and on 
the other hand the improvement of the level of 
IT security, when the insurance is tied to security 
conditions. To better understand the functional 
quality of a cyber insurance policy as part of the 
risk management of a company, we can consider 
cyber insurance in relation to other IT security 
measures.

Explained in simple terms, this is possible if IT se-
curity measures are associated with a loss event 
and if they are divided into preventive and re-
active measures. A cyber insurance policy would 
then be considered a reactive measure that takes 
effect when a cyber incident occurs. Preventative 
measures could include, for example, technical 
security precautions or employee training. These 
could be implemented through the observance of 
specific standards and certification measures, for 
example, and could also be included in the con-
ditions of the security policy. Depending on the 
context of the insurance, a policy could therefore 
only perform a reactive function, or could per-
form equally reactive and preventative functions 
within the framework of a corporate IT risk man-
agement process.
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III THE CYBER INSURANCE MARKET IN GERMANY 
       1. Description of the Market

This section provides an overview of the German 
cyber insurance market. To do this, it is neces-
sary to look at the insurance market as a whole, 
as there is not yet a distinct and separate market 
for cyber insurance. The ways in which cyber risk 
has been addressed by insurers to-date, as well 
as unresolved questions related to the structure 
of the traditional insurance market as it has de-
veloped over time will be identified. 

The introduction will address the specific situ-
ation of cyber risk within the insurance market 
and its economic significance. The product clas-
sification scheme that follows is country-specific 
and will only be explained for Germany. This is 
followed by the quantification of the single (ex-
clusive) cyber insurance policies offered in the 
German market as well as key figures and pro-
gnoses for the German cyber insurance market.

1.1 The Specific Situation of IT Risk –  
	T he Controversy

Since 1994, the implementation of European 
legislation has led to the far-reaching deregula-
tion of the insurance market and consequently 
to more competition within Europe as well as to 
a concentration of insurance providers. In addi-
tion, as a result of banking and financial crises, 
the capital requirements and risk management 
stipulations for financial service providers have 
been increased. 

Currently, the cyber insurance market is dom-
inated by international insurers, who are able 
to profit from their size and their experience, 
especially in the United States. What actually 
should be considered cyber insurance is a sub-
ject of controversial debate within the industry. 
The spectrum ranges from cyber insurance as 
an independent product (stand-alone policies) 
to the integration of cyber risk into classic busi-
ness policies via the provision of such coverage 
through additional modules that are added to ex-
isting policies.

The introduction of stand-alone cyber insurance is 
frequently met with skepticism; instead, the case 

is often made for the implementation of add-ons 
within conventional policies. In contrast, many 
of the experts interviewed for this study (see 
Chapter I, Section 3), were in favor of drawing a 
distinction between cyber risk and other business 
risks by creating a completely new product line. 
It is still absolutely unclear which of these two 
possibilities will establish itself in the market in 
the end.18 As will be shown in Chapter III, Section 
1.3, the landscape of insurance contracts is cur-
rently very heterogeneous, even among stand-
alone cyber policies.

The difficulty of calculating cyber risk is a factor 
that supports the distribution of this risk into a 
pool of pre-existing insurance policies that is as 
large as possible. Within such a diverse pool of 
different risks, it would be easier to distribute 
the new (cyber) risk among the large numbers 
of policyholders. Furthermore, existing policies 
have longer contractual periods, meaning that 
risk can also be spread over a longer period of 
time. In this way, individual risk drops consider-
ably and the risk community can bear the risk in 
the pool until it is possible to make better pre-
dictions about the actual likelihood and extent 
of loss from cyber risk. If the same kinds of IT 
risks can be clustered together over the course 
of such a process, it would then be possible to 
insure these within their own product group and 
thereby establish an independent product line.

The most important argument against such an 
approach is based in the high cumulative risk of 
IT-related risks. This cumulative risk is rooted in 
the fact that the high degree of interconnected-
ness between many companies’ IT means that 
damage from a cyber attack can spread virally 
among them, suddenly resulting in an excess-
ive accumulation of claims within the risk com-
munity. In such a situation, existing risk pools 
which had functioned well up to that point would 
then fail and dissipate, leading to a drop in the 
level of insurance protection.

Stand-alone cyber insurance has existed since 
the 1990s and has been available on the insur-
ance market in Germany since 2011. Especially 
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since 2014, offers of stand-alone cyber insurance 
policies have increasingly been appearing in in-
surers’ online product information materials. A 
regularly updated overview of the policies that 
are publicly available can be found in Chapter III, 
Section 1.3. Observations in the following section 
will be limited to Germany, but can be viewed as 
being generally representative of the European 
insurance market as well as of those cyber insur-
ance policies available as stand-alone policies on 
the open market.

1.2 Cyber Insurance within the  
		 Broader Insurance Market 	

In 2016, the volume of premiums for the entire 
primary insurance market in Germany totaled 
194 billion Euros.19 However, we must ask what 
proportion of this market is of interest for cyber 
insurance and what premium potential can be 
expected from a cyber insurance segment in the 
future. To answer this question, it is necessary to 
first take a look at the product structure of busi-
ness insurance that is potentially relevant for IT 
security20, and especially at industrial insurance.21

1.2.1	 Business Insurance

The entire volume of the insurance market in 
private and business insurance is comprised of 
the following insurance segments: life insurance, 
health insurance and property and casualty in-

surance. Whilst the life and health insurance seg-
ments are dominated by insurance for private 
individuals, in the case of property and casualty 
insurance, the customer portfolio is more mixed 
and requires a more differentiated examination. 
Aside from all of these areas, there is also the 
reinsurance market, which will not be considered 
here. The property and casualty insurance seg-
ment is the one that addresses the IT risk of 
businesses. This segment currently accounts for 
about one third of all insurance premium reven-
ues (66.2 billion EUR).22 The cyber insurance po-
tential of private insurance in the property and 
casualty segment will not be considered here. 
However, it is extremely difficult to separate out 
business insurance23 and its premium volume. 

If one consequence of increased interconnected-
ness is that potential damages associated with 
conventional business risk can also be generated 
by IT risks, potential damages due to a cyber at-
tack would also fall within the known spectrum of 
possible damages within the category of business 
property and casualty insurance. If we accept 
the estimates of a KPMG study and include the 
private insurance segment in our calculations, the 
cyber insurance portion of the property and casu-
alty segment would currently account for 1.4 per-
cent of total premium volume, rising to around 20 
percent in 20 years.24 This means that the cyber 
insurance portion of this segment should grow by 
an average of 15 percent annually.

Property and  
Casualty Insurance 

33%

Life Insurance 
 48%

Private  
Health Insurance 

19%

Figure 3: Segments by Share of Premium Revenues, 2015

Source: Own figure based on GDV (n.d.)(1).
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Legal Expenses Insurance 
6% Private Accident Insurance 

10%

Private Property 
Insurance 

 15%

Non-Private  
Property Insurance 

13%

Marine and Aviation 
Insurance 

 3%

Credit, Surety and Fidelity Insurance  
2%

General  
Liability Insurance  

12%

Total of  
Motor Insurance 

39%

Figure 4: Property and Casualty Market by Share of Premium Revenue, 2016*

Source: Own figure based on GDV (n.d.)(2); *preliminary figures.

1.2.2 The Special Case of Industrial Insurance  

Whereas industrial insurance primarily covers 
risks with high loss potential and lower frequency 
of loss, business property insurance covers smal-
ler but usually more common potential losses, 
especially for small and mid-sized enterprises 
(SMEs). Cyber insurance policies can essentially 
be found in both categories. However, cyber in-
surance policies for SMEs have just recently be-
gun to be offered. In contrast, in industrial insur-
ance, an appreciable number of cyber insurance 
policies are already available. 

The basic structure of a comprehensive insur-
ance protection for a business consists of first-
party insurance, third party insurance, and spe-
cial insurance for special risk groups for whom 
the previous distinction does not apply. First 
party insurance includes the fields of property in-
surance and engineering insurance. In contrast, 
third party insurance includes industrial liability 
insurance and financial lines insurance. Special 
insurance appeals to clearly defined policyholder 
groups, such as air transport operators or ship-
ping companies in multiline products.

Figure 5: Components of Industrial Insurance

Source: Own figure.

First Party Loss
Industrial property insurance:

•	 Fire insurance

•	 Extended coverage insurance

•	 Insurance for business  
interruption due to fire

Technical insurance:

•	 Construction and assembly  
works insurance

•	 Machinery breakdown insurance

•	 Financial loss insurance

Third Party Loss
Industrial liability insurance:

•	 Business risks, e.g. business 
liability insurance

•	 Environmental risks

•	 Recall risks

Financial lines:

•	 Directors & officers insurance

•	 Criminal defense insurance

Special Insurance
Aviation insurance:

•	 Aviation hull insurance

•	 Aviation accident insurance

•	 Aviation liability insurance

Transport insurance:

•	 Hull insurance

•	 Cargo insurance

•	 Transport liability insurance
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Conventionally, insurance that covers losses by 
the policyholder has been handled separately 
from insurance that covers third party losses, 
due to the different types of losses. 

In the case of a loss resulting from a cyber at-
tack, there are both first and third party prop-
erty and financial losses. Thus, under traditional 
insurance practices, it would be necessary to 
obtain multiple policies to provide protection. If 
several types of loss are covered by one policy, 
that policy is known as a multiline policy. Multi- 
line policies cover first and third party losses and 
property and financial losses. Special insurance 
policies offer such multiline coverage, but only 
for very specific groups of policyholders. How-
ever, digitalization and therefore cyber risk affect 
all economic sectors and thus cannot be tied only 
to selected customer groups. Thus, the categor-
ization approach used above (separating indus-
trial insurance into segments), does not allow us 
to cleanly classify cyber insurance policies; this 
would require the development of cyber insur-
ance into an independent class of products.25 A 
dominant view about the classification of cyber 
insurance has yet to become established within 
the broader business insurance community.

1.2.3 The Role of Insurance Brokers 

As the diversity and lack of clarity in the structure 
of business insurance described above would lead 
us to suspect, there is very little transparency. 
Especially in the field of business insurance, this 
lack of transparency has led to the establishment 
of a group of intermediaries who assist custom-
ers seeking to buy policies. It would be hard to 
imagine a functioning insurance market without 
the expertise of insurance brokers for certain 
risk areas and customer groups, such as Marsh, 
Schunk and Aon. In the cyber area, brokers of-
ten provide consulting services and manage the 
contract initiation process. These brokers have 
a knowledge advantage that includes bundling 
knowledge from the policyholder about new IT 
risks, loss scenarios and the extent of losses that 
have occurred, as well as the bundling of know-
ledge about the heterogeneous policies offered 
by the insurers.

This knowledge advantage on the part of special-
ized brokers reduces transaction costs. In addi-

tion, in the course of the consultation process, 
an initial risk engineering effort is undertaken, 
usually as a fee-based additional service.26 It is 
currently almost impossible for potential custom-
ers to gain an understanding of the differential 
structure of premiums or the scope and quality 
of the coverage services available before signing 
a contract (see Chapter III, Section 2). Brokers 
are also considered to have an arbiter function, 
which can be called upon in the case of incom-
plete contract stipulations.27 In the extremely 
dynamic field of cyber threats, this means that 
a broker can support dynamic adjustments to a 
contract.

1.2.4 	 Conclusions on the Structure  
		 of Insurance Products and Economic 	
		 Relevance of Insurance               

The fundamental fact remains that the economic 
significance of the insurance industry is greater 
than the quantifiable volume of business in-
surance premiums alone (see also Chapter II, 
Section 2). Often, business operations are only 
possible once the risks not associated with the 
company’s central purpose have been trans-
ferred, thereby evening out the balance sheet. 
Only once these risks are pooled, does it become 
possible to calculate them. This especially applies 
to risks that are new and difficult to predict, such 
as those that come with digitalization. The oppor-
tunities of digitalization can only be realized for 
companies once it is possible to transfer this risk 
to insurers. This fact does not only apply to cy-
ber risk, but is especially significant in a phase of 
radical industrial change, unleashed by the trans-
formative process of digitalization.

1.3 	The Modular Structure of Stand-Alone 	
		C yber Insurance Policies 

The cyber insurance policies available on the 
market today include the following coverage in 
the event of a loss (see Chapter III, Section 1.2): 

•	coverage of first party losses,

•	coverage of third party losses and 

•	support services. 

First party losses as a result of a cyber attack 
can include, for example, when business opera-
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tions are interrupted or financial damages tied to 
ransom demands. But property damage is also 
conceivable – as demonstrated by a hacker at-
tack in 2014 which was able to gain control of 
a blast furnace at a steel mill, thereby seriously 
damaging the facility.28

If an attack on an IT system results in losses 
to third parties, these could also conceivably be 
in the form of personal injury or property dam-
age or financial losses. Solutions to address all of 
these categories are available on the open mar-
ket. Coverage modules such as data recovery, 
special legal expense insurance and packages 
that inform customers affected by data theft and 
limit their liability can be flexibly combined. The 
current practice is to assign different coverage 
limits to the individual coverage modules. How-
ever, the extent of legal liability to third parties 
is still unclear to a large degree and must first be 
interpreted in court decisions. 

The third package of services includes the limit-
ation of first and third party losses in the event 
of a cyber attack through preventative risk ana-
lyses, early recognition and response to attacks, 
and criminal prosecution. These services can be 
optionally expanded to include more extensive 
support services, for example establishing con-
tact to experts in crisis management, public rela-
tions and IT forensics.

Attempts to develop a current overview of the 
coverage modules that are actually included 
within cyber insurance quickly encounter several 
barriers due to the modular and individualized 
design of the policies. An analysis of the cyber 
insurance policies currently offered by about 20 
providers in Germany is able to identify the fol-
lowing commonly used coverage modules. These 
are listed in figure 6 below in order of their fre-
quency.29

Data Recovery1

· Business Interruption
· Data Loss and Theft

2

Liability for Contractual Penalties and Damage Claims3

Unauthorized Publication and/or Use of Data4

· Forensic Investigations
· Legal Protection

· Damage to Reputation
5

Figure 6: Modular Structure of Cyber Insurance Policies

Source: Own figure based upon the BIGS cyber insurance policy database, February 2017.

This overview makes it clear that to date, data 
modules – positions 1, 2 and 4, namely the ab-
use, loss and recovery of hacked policyholder and 
customer data – have often been addressed, but 
differently. Furthermore, in these cases, depend-
ing on the kind of data, international empirical 
information is available that makes it possible 
to more exactly specify potential damage and 
thereby calculate it. Thus, for example, the black 
market price for a complete data set for a credit 

card ranges from 30 to 45 USD.30 However, the 
adjustment of a data theft claim with both direct 
costs, such as informing the owner of the credit 
card31, and indirect costs, such as losing custom-
ers, costs 150 EUR32.

Ranked second is the business interruption mod-
ule. This module includes damages that reach into 
the physical plant of a company. Here too, em-
pirical data is available about the potential losses 
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due to an interruption of operations caused by 
classical risks such as fire and supply chain bot-
tlenecks and the lost production that they cause. 
Property damage and revenues are the basic 
parameters used to estimate losses. However, it 
is not yet possible to predict the probability that 
such damages can result from a cyber attack, 
which makes it more difficult for insurers to cal-
culate premiums. 

Furthermore, as the module in third place shows, 
new risks are arising due to changes in legisla-
tion affecting the contractual penalties and com-
pensation rights of third parties. For example, 
the European General Data Protection Regula-
tion specifies damages for the violation of data 
privacy of up to four percent of the global an-
nual revenue of a company.33 However, as long 
as these legal regulations are inconsistently ap-
plied, insurers’ calculations, which are based on 
obligations specified in the American regulatory 
frameworks, may be too high.34

The fifth rank is held by coverage modules that 
all consist of support services provided by the 
insurer and whose goal is mainly to limit losses 
after an attack. Expert knowledge that the insurer 
has collected and/or cooperation agreements 
with IT service providers, such as the coopera-
tion agreement between Hiscox and HiSolutions, 
can bundle important findings about the exact 
source of threats, due to the widespread use of 
these modules. However, due to a lack of exper-
ience with losses by policyholders, it remains to 
be seen how large demand for these modules will 
be.

The short look at the coverage modules currently 
offered by insurers illustrates the uncertainties 
that exist even within the scope of possible dam-
ages that can be defined. This uncertainty can – 
to the extent that some empirical data are avail-
able – be limited by excluding some insurance 
benefits or limiting claim amounts.

In the German cyber insurance market, max-
imum coverage amounts of 100 million EUR per 
policy are available, in combination with max-
imum coverage amounts per coverage module. 
Furthermore, losses or abuse of personal data 
tied to a bank or credit card can be limited to a 
fixed amount per data set. Coverage exclusions 
may be contractually agreed upon if cyber incid-

ents occur repeatedly. These risk limitation in-
struments are widespread in the industry and will 
only decrease in number as experience with loss 
cases grows.

Another avenue of reducing policyholder risk 
is the requirement to fulfill certain security 
guidelines and/or to take steps to prevent dam-
ages. Minimum technical standards common in 
the industry are often used. The installation of 
smoke detectors at a business as a minimum 
standard to purchase fire insurance would be an 
analog example of such standards. Similarly, the 
observance of IT risk management procedures 
could be seen as a requirement for obtaining 
cyber insurance. Commonly required measures 
could also include regular security updates, en-
crypted data transfer or an external IT security 
inspection. In addition, the industry and size of 
the respective company, its exposure and any 
geographical special features could play a role, 
as could the size of the insurer.

Fundamentally, such cyber insurance should con-
sequently offset a reduced crisis management 
budget as well as first and third party damages, 
and should also provide some crisis management 
in the form of the support services mentioned 
above. Here it is essential to make distinctions 
based on the size and type of business in ques-
tion. Large companies almost always have an 
extensive crisis management team which they 
can activate if needed. These teams include IT 
experts, legal advisors and public relations man-
agers. Larger companies are also more attractive 
for criminal attacks, because their higher reven-
ues increase their ability to pay large sums.

At the same time, medium sized companies are 
becoming increasingly attractive as the costs of 
carrying out an attack continue to fall. Their fre-
quent lack of IT experts suggests a lower level 
of protection, so attackers believe that less time, 
effort and expert knowledge is needed to be suc-
cessful. In the future, smaller companies will also 
increasingly find themselves in the crosshairs of 
attackers.

Thus, a cyber insurance policy should provide 
more or fewer support services, depending on the 
size of the company holding the policy. Depend-
ing on the business sector of the policyholder, 
distinctions must be made based on special pro-
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tection requirements for customer data and fin-
ancial information; examples would be online 
retailers or companies with high innovative po-
tential. Last but not least, the extent to which the 
company’s IT is networked with other companies 
(and logistics chains) and social sectors (such as 
critical infrastructure) also plays a decisive role.

The requirements above are also addressed by 
the cyber insurance model terms adopted by the 
German Insurance Association (GDV), published 
in April 2017,35 which specify four business risk 
classes. Depending on the risk class, the risk in-
spection that is carried out before the insurance 
contract is signed ranges from simple to com-
plex. The publication of the terms is intended not 
least to reduce the general uncertainty among 
insurers, but especially to establish more trans-
parency in this area, as a counterweight to the 
broad diversity of policies that currently exists 
(see Chapter III, Section 1.4).

1.4 The Cyber Insurance Market in Figures

Germany is the world’s third largest market for 
non-life insurance.36 Penetration of insurance 
services is very high, but because of the posit-
ive economic developments and the continual 
creation of added value there is a constant need 
to supplement existing insurance coverage. In-
terest from international insurance providers in 
new market segments in the German market is 
naturally very high. In the United States, cyber 
insurance is already an established component of 
companies’ insurance portfolios. If this develop-
ment is repeated in the world’s third largest in-
surance market, no one wants to be left out. The 
current range of offerings is thus dominated by 
international insurers.37 

1.4.1 Cyber Insurance Policies Available

The first cyber insurance policy in Germany was 
offered in 2011.38 Since then, this new market is 
considered to have great potential for the future, 
even if developments in regard to cyber insur-
ance policies purchased continue to make only 
slow progress. Whereas in 2014, 12 (of approx-
imately 200) federally regulated insurers39 that 
offered property and casualty insurance offered 
a cyber insurance policy on the open market, in 
early 2017 the number had risen to more than 
20.40 Insurers are also increasingly offering cyber 
insurance policies to private customers.41 Also 
new is the fact that three insurers providing in-
surance to business customers limit their activ-
ities to the German market. Until 2016, insurers 
without experience in the English-speaking world 
did not venture into this market. Table 1 lists the 
active providers of cyber insurance policies and 
brokers listed in the BIGS cyber insurance policy 
database through July 2017.

Currently, standard cyber insurance policies do 
not include all risk coverage. Rather, individual 
risks (named perils) are specified and coverage 
for these risks is pieced together modularly (also 
see Chapter III, Section 1.3). To do this, insured 
events, such as protection for first party damages 
related to information costs, the interruption and 
restoration of business operations, computer 
fraud and cyber extortion (coverage modules), 
including the definition of these terms (clauses) 
and conditions (exclusions and obligations) are 
defined. In this way, damages due to software 
that has not been updated can be excluded, for 
example. This complexity and the modular struc-
ture of cyber insurance policies makes a compar-
ison of the policies available difficult.
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Insurance 
Provider

Cyber insurance policies offered  
in Germany

Geographic scope and cyber coverage 
limits

ACE42 see Chubb Limited

AIG Cyber Edge (2012) 
Cyber Edge 2.0 (2014)

Global 
CV in Germany: up to 25 mil. EUR

Allianz Group 
AGCS43

Cyber Protect Premium/Plus 
(AGCS 2013)
Cyberschutz (Allianz 2016)

Global
CV in Germany in industry: 100 mil. EUR

AON* customized policies Global

ARAG ARAG Cyberschutz, 
ARAG Cyberschutz Plus (2017)

Germany
CV up to 250.000 EUR

AXA Cyber Sphere (2011 and 2013) ByteProtect (2014)
ByteProtect 2.1 (2015)

Global
CV in Germany: up to 25 mil. EUR

Chubb  
Limited44

Data Protect /Plus (ACE 2011)
Cyber Security (Chubb 2012)
AVB 2015 (ACE 2015)

Global
CV in Germany: up to 50 mil. EUR

CNA Net Protect (2012) Global
IT industry only

Dual AVB Cyber Defence (2015) Germany, Austria, Switzerland

Ergo45 Cyber insurance /Kompakt (2016) Europe

Funk Cyber Secure (2016) Global

Gothaer Cyber policy (2017) Germany, Poland, Romania

HDI Cyber+ und Cyber+ Smart (2013) Global
Coverage for SMEs

Hiscox Cyber Risk Management (2011) Cyber Risk  
Management 2.0, 
IT liability insurance, 
Cyber insurance (2015)

Global
CV in Germany: up to 25 mil. EUR
CIE in 2015: 345
Cooperation with HiSolutions

Kiln Europe46 Cyber ProTec (2016) Europe

Lloyds various (since 1990) Global

Markel Pro Cyber (2016) Global
CIE in 2015: 20-25

Marsh* Cyber Risk Police (2012) Global

Munich RE Cyber Risk Solutions (individualized, 2013)
in cooperation with Beazley (2016)

Global
CV in Germany: 100 mil. EUR

Schunk* Schunk Net Risk (2013) Especially for logistics firms 

SentinelOne** Cyber Warranty (2017) USA, Israel, Germany, France, Japan

Sparkasse IT policy (2016) Germany
IT industry only

Swiss Re Cyber Solution Germany (2016) Global
Cooperation with IBM

Württem- 
bergische

Cyber Police (2014) Deutschland 
CV for SMEs

XL Catlin XL Eclipse 2.0 (2012) Plc (2013)
XL Eclipse 2014 (2014)

Global
CV in Germany: up to 25 mil. EUR

Zurich Cyber Security and Privacy (2013) 
Cyber & Data Protection (2014)

Global
CV in Germany for SMEs: up to 25 mil. EUR

Table 1: Providers of Cyber Insurance Policies in Germany 

*Broker; **Security Provider; PV: Premium Volume; CV: Coverage Volume; EM: Employees; CIE: Cyber Incident Experience; 
Source: Own work, based on the BIGS cyber policy database. No claim to completeness. Last updated July 2017.
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1.4.2 Premium Volumes 

The cyber insurance market is very dynamic. If 
the most current figures are to be trusted, the 
premium volume in Germany has tripled in the 
last two years. For late 2015, KMPG estimated 
the premium volume in the cyber area at 30 mil-
lion EUR47, Erichson at 20 million EUR48. By early 
2017, the volume estimated by KPMG for 2016 
had increased to 90 to 100 million EUR49. Recent 
cyber attacks are suspected to be the cause of 
this increase.

For example, Munich Re subsidiary Ergo launched 
a cyber insurance policy targeted at small and 
midsized companies with revenues of up to one 
million EUR in October 2016. Since then, several 
hundred policies have already been sold. In the 
case of Byte Protect, an AXA product (see Table 
1), demand is said to have increased by 500 per-
cent from 2016 to 2017.50 Some of the policies 
and their premium volumes listed here, as well 
as the current volume of the market, must there-
fore be considered as snapshots of the current 
situation.

1.4.3 Coverage 

Individual coverage sums of up to 100 million 
EUR can be found in the stand-alone cyber in-
surance policies examined. This does not include 
individual insurance contracts between large cor-
porations and insurers and the coverage sums 
negotiated as part of those contracts.51  

In 2014, the first articles and books published 
on the subject of cyber insurance noted cover-
age amounts of up to 100 million EUR.52 Recently, 
however, there appears to be movement in this 
area. At events and discussions held in 2016 and 
2017, maximum coverage amounts of up to 350 
million EUR in the German market were men-
tioned. In the wake of the WannaCry incident, 
the first policy offering coverage of 500 million 
EUR is under discussion by market participants.53 
However, in the German market, such sums can 
only be offered by an insurance consortium.54 
The foreign market in particular can provide ad-
ditional capacity in this regard.55 

For Europe, estimations are that, for the year 
2016, 63 percent of companies have no cyber in-
surance, 25 percent have protection up to 50 mil-
lion EUR and only 12 percent have obtained in-

surance coverage which goes beyond this level.56

The cost for a similar level of coverage in other 
areas, such as fire, is generally much lower For 
example, whereas a 1 million EUR of cyber insur-
ance coverage costs between 7,000 and 15,000 
EUR on the German market, five times as much 
coverage for other risks such as fire is available 
at half of the cost (4,000 to 24,000 EUR).57

1.5 	Forecast for the Cyber Insurance  
		 Market in Germany 

In the expert interviews, large corporations with 
revenues of more than one billion EUR were men-
tioned as the principal drivers behind the grow-
ing number of cyber insurance policies purchased 
to date. But small and medium sized enterprises 
(SMEs) are increasingly the focus of targeted IT 
attacks. For example, after an incident in a hos-
pital in Neuss that attracted considerable media 
attention and that resulted in losses of around 1 
million EUR58, press reports predicted that hun-
dreds of new policies were being purchased at the 
end of 2016.59 In May 2017, the WannaCry incid-
ents again drew increasing public attention. But 
apart from encryption-based ransomware, levels 
of IT protection remain rather weak. According 
to several polls, more and more managers are 
aware of the risk, but that does not necessar-
ily mean that they see themselves as threatened 
(see also Chapter III, section 3.1).60

1.5.1 Market Growth among SMEs 

In light of the increasing threat, the rapid ex-
pansion of stand-alone as well as integrated cy-
ber modules would be expected. According to 
BITKOM, 61 percent of all cyber attacks are now 
being directed at SMEs.61 According to Symantec, 
the share of attacks for small companies with up 
to 250 employees increased from 18 percent in 
2011 to 43 percent in 2015.62 Nevertheless, in-
dividually negotiated policies mainly with large 
companies account for the large majority of cy-
ber insurance policies currently in effect.

Stand-alone cyber insurance or the integration of 
cyber insurance modules into conventional insur-
ance contracts is the exception rather than the 
rule with SMEs. Major growth is expected in this 
area in particular, which according to the defin-
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ition of the Federal Statistical Office (DESTATIS) 
encompasses more than 99 percent of German 
companies. This will have a correspondingly sig-
nificant influence on the cyber insurance market.

1.5.2 All-Risk vs. Named Perils Coverage 

All-risk coverage is widespread in the property 
insurance market. It fundamentally covers all 
hazards that are not explicitly excluded. To an 
increasing degree, however, exclusions for cyber 
risks are featured in the conditions of such in-
surance contracts. These run contrary to the all-
risk concept and lead us back to named perils, 
namely the exclusive insurance of specified risks 
and their consequences.

As shown in Chapter III, Section 1.3, the cyber 
insurance policies on the market are mainly char-
acterized by the enumeration of insured causes 
and consequences of damages and losses. Both 
coverage variants are conceivable as far as con-
temporary industrial insurance and cyber insur-
ance as a component of industrial insurance are 
concerned. Here too, generally accepted pro-
cedures related to these policies have yet to co-
alesce.63 This is one area where better data in the 
calculation of risk could bring a return to all-risk 
coverage in property and casualty insurance over 
the long term.

1.5.3 Market Outlook 

In the opinion of experts, the cyber insurance 
market for 2015 is estimated to have a moder-
ate premium volume of 20 to 30 million EUR64. 
For comparison, premium volume for business 
fire insurance is 6 billion EUR65. All market par-
ticipants, but especially those in the insurance 
industry, expect strong growth in the coming 
years. For Europe as a whole, AGCS predicts a 
market with premium revenues of 700 to 900 
million EUR.66 Allianz and AXA expect a premium 
volume of up to 300 million EUR in 2021 in the 
German business insurance segment alone.67 
Including private insurance, KPMG estimates a 
cyber insurance premium volume in the tens of 
billions of EUR for 2036.68 

Over the intermediate term (2021), KPMG cal-
culates insurance premium volumes of between 
420 and 880 million EUR for business and private 
insurance customers in the German speaking 
world. In an extreme, long-term scenario, a 
premium potential of up to 26 billion EUR is pre-
dicted for 2036.69 

Because contract terms have mostly been limited 
to a year up to now, these statements are very 
uncertain and especially susceptible to short-
term spikes in the issuance of new contracts. So 
far, past expectations of positive growth, such as 
those that currently exist for the future, have not 
come to fruition. The sporadic growth in the mar-
ket is rooted in uncertainty on the supply side 
on the one hand, and in a lack of demand on the 
other (see Chapter III, Section 2).

1.5.4 Insurability of Industrial Cyber Risks 
and Critical Infrastructure

This study has a special focus on industrial cyber 
risks and especially on critical infrastructure. In 
brief, it can be said that industrial control sys-
tems (ICS) are insurable within the framework 
of industrial insurance, especially when insurance 
brokers are involved. But such individualized in-
surance solutions are usually only provided to 
large companies within the framework of existing 
relationships with insurers. Separate and reliable 
figures for the industrial cyber insurance market 
are not available. 

To date, critical infrastructure and its ICS-related 
vulnerabilities have not been explicitly served by 
insurers. Loss scenarios, such as the interruption 
of critical infrastructure operations due to an at-
tack on an ICS, are not addressed in the GDV 
model terms and conditions. But if the model 
terms and conditions find wide acceptance, there 
is at least a good chance that it will become easier 
for SMEs to obtain cyber insurance policies in the 
near future and that the premium volume for 
SMEs on the market will grow significantly. How-
ever, one limiting factor must be noted, namely 
the fact that the proposed terms and conditions 
are focused on data security. 



Baban, Gruchmann, Paun, Peters, Stuchtey - Cyber Insurance as a Contribution to IT Risk Management 25

Figure 7: Barriers for the General Cyber Insurance Market

Source: Own figure.
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2. Barriers to the Development of the Cyber Insurance Market 

Based upon the above analysis of the cyber in-
surance market, the complexity and somewhat 
non-transparent nature of the general cyber in-
surance market in Germany is clear. Fundament-
ally, the analysis shows a low premium volume as 
well as sporadic growth in the market, which is 
caused by various factors on the supply and de-
mand side. In brief, the sporadic market growth 
has its origins partially in a market failure, which 
is in turn due to information asymmetry on the 
demand side. Where the market for critical infra-
structure providers is concerned, we can essen-
tially speak of the market as non-existent.

In the following sections, market barriers will be 
presented as explanatory factors behind this situ-
ation. First, the market barriers to the develop-
ment of the cyber insurance market in Germany 
can be divided into general barriers and barriers 
specifically relevant to the field of critical infra-
structure. The barriers will be identified on both 
the supply and demand sides and will be presen-
ted separately below (see figure 7 and figure 8).

The following discussion of the market barriers 
is the result of an analysis of interviews conduc-
ted with key stakeholders as well as a qualitative 
analysis of the current practice in cyber insur-
ance and the cyber insurance discourse in Ger-
many. The results and the resulting categories of 
market barriers, as well as the typologies of sup-

pliers and “non-demanders”, are therefore purely 
of a qualitative nature and do not claim to be ex-
haustive. They should also not be understood as 
fixed concepts, but rather serve to illustrate the 
current supply and demand side barriers to tap 
the full potential of the cyber insurance market 
in Germany.

Because in the vast majority of cases obtaining 
a cyber insurance policy, and even more so com-
pensation for losses that may be incurred, is tied 
to the fulfillment of minimum standards of IT se-
curity, questions then arise about the scope and 
extent of these standards and how compliance 
with them can be proven, for example through a 
certification process. For type 4, we can say that 
the barriers that result in the lack of demand for 
a cyber insurance product are based on a multi-
tude of different and mutually dependent factors.

2.1 Barriers for the General Cyber  
		 Insurance Market 

Although, as discussed above, a broad range of 
offerings from insurance providers is now avail-
able, this is not reflected in demand that cor-
responds to this supply. But the supply side it-
self also exhibits various factors that currently 
impede the comprehensive development of 
products on the market.
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The development of cyber insurance products 
opens a lucrative new market for insurance pro-
viders, but this market can also carry risks to 
the providers themselves. One of the central 
arguments that is frequently mentioned in this 
context is the actuarially unclear data about the 
frequency of losses from cyber attacks and the 
estimation of the scope of the losses. To date 
there has been very little or no experience in this 
area, which makes it impossible to determine the 
likelihood that cyber attacks will occur. This in 
turn makes the assessment of cyber risks more 
difficult – further complicated by the simultan-
eous lack of suitable experts on the subject – 
and thus also makes it hard to adequately calcu-
late premiums.

This lack of empirical data on cyber risks and 
cyber losses also leads to a fundamental uncer-
tainty about whether providing cyber insurance 
products will in fact be profitable for insurance 
providers over the long term, or whether these 
products possibly represent a risk to the pro-
viders themselves. In contrast to other insurance 
segments, the cyber field is very dynamic, new 
loss scenarios are very difficult to predict and 
their scope is difficult to define.

One problem in particular in this regard are 
cumulative damages. For this reason – as ex-
plained in the market description above – the in-
surance products have a strong focus on the so-
called support services with which cyber losses 
and damages to a company’s reputation can be 
reduced.

A look at the demand for cyber insurance 
products also supports the weak demand dia-
gnosis; demand is currently quite far from com-
pletely exploiting the full potential of the market. 
The barriers on the demand side can initially be 
divided into three categories (see figure 7): in-
formation asymmetry, cost-benefit, and regulat-
ory-legal. Drawing upon these demand-side bar-
riers, we can derive four types of companies who 
do not demand cyber insurance, which we call 
“non-demanders” (see also Table 2):

•	Type 1: Lack of IT risk awareness, so insur-
ance is viewed as irrelevant. 

•	Type 2: Are aware of IT risk but regard ex-
isting protections as adequate. 

•	Type 3: Are aware of IT risk, regard existing 
protection as inadequate, but have a negat-
ive assessment of the cost-benefit ratio of 
cyber insurance. 

•	Type 4: Are aware of IT risk, regard their 
existing protection as inadequate, have a 
fundamentally positive assessment of the 
cost-benefit ratio of cyber insurance, but 
barriers (for example, information asym-
metries) exist to purchasing a policy or no 
appropriate insurance solution is offered by 
the supply side.

As far as barriers on the demand side are con-
cerned, first and foremost we see both a lack of 
individual and societal awareness at the corpor-
ate level for the topic of IT risks as well as of the 
realistic dangers and potential losses that may 
result from them, for example due to cybercrime, 
large scale cyber attacks, but also technical fail-
ure and human error. After all, if there is no cor-
responding awareness of the risks in this area, 
the question of whether to mitigate such risks 
through cyber insurance does not arise (type 1).

In the case of the next type (type 2), although a 
fundamental awareness of cyber risks exists, the 
existing level of protection is (correctly or incor-
rectly) regarded as sufficient. The two other de-
mand types are characterized by an awareness 
of cyber risks as well as the assessment that ex-
isting protection is inadequate. But whereas type 
3 negatively assesses the cost-benefit ratio of 
cyber insurance, for type 4 the barriers to pur-
chasing cyber insurance lie elsewhere.

This is where aspects that are a result of in-
formation asymmetry before the conclusion of 
a contract between an insurer and a potential 
policyholder come into play. Due to the know-
ledge edge held by the insurance company, the 
prospective purchaser of the insurance is only 
partially able to evaluate the services provided. 
For example, which offer is even the right one? 
Is the level of coverage adequate? Which cyber 
risks can and should be covered by a cyber in-
surance policy? This question also requires the 
company to have previously addressed the mat-
ter of which cyber risks it actually faces. Here 
we run up against the same difficulties which 
were already described on the supplier side, in 
addition to the question of which of the many 
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Figure 8: Barriers for the CI Cyber Insurance Market

Source: Own figure.
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products available are appropriate to address the 
company’s specific risks. What are the terms and 
conditions required to obtain a cyber insurance 
policy and in which cases will a given loss be 
covered?

Because in the vast majority of cases obtaining 
a cyber insurance policy, and even more so com-
pensation for losses that may be incurred, is tied 
to the fulfillment of minimum standards of IT se-
curity, questions then arise about the scope and 
extent of these standards and how compliance 
with them can be proven, for example through 
a certification process. For type 4, we can say 
that the barriers that result in the lack of de-
mand for a cyber insurance product are based on 
a multitude of different and mutually dependent 
factors.

2.2 Barriers for the CI Cyber Insurance 		
		 Market 

A focused look just at the cyber insurance market 
for CI strengthens the impression that this mar-
ket can effectively be said to be non-existent. All 
of the market barriers identified for the general 
cyber insurance market are also relevant for the 
cyber insurance market for CI. At the same time, 
they are exacerbated by the criticality of the crit-
ical infrastructures and the somewhat differently 
structured loss potential. On the insurer side, the 
roots of the lack of supply are compounded by 
actuarial barriers related to the possible types 
of damage, the extent of cascade effects and 
risk assessment processes. These risk assess-
ment processes are not only time consuming, 
but there is also a lack of trained personnel to 
conduct them (see figure 8).

A look at the cyber insurance discussion in Ger-
many provides some initial explanations for the 
non-existence of the market: to date relatively 
few actors have addressed the matter of the 
insurability of IT risks for CI and standardized 
offers for CI are not available. This especially ap-
plies on the part of the insurance industry, and 
can be illustrated by the model terms introduced 
by the German Insurance Association (GDV) in 
April 2017.70 For the insurance industry, these 
model terms have a special, functional quality 
because they represent a kind of blueprint for a 
standardized cyber insurance product. However, 
they do not yet address the issue of products 

especially for CI. At the same time, it must be 
noted that the IT Security Act was still in the pro-
cess of implementation during the time when the 
GDV model terms were being developed (2015 to 
2017). Overall, the IT Security Act can be seen 
as a driving factor for the CI cyber insurance 
market (also see Chapter III, Section 3.2), but 
the implementation phase has initially created 
uncertainty about which operators in each of the 
CI sectors will actually be classified as critical.

In a simplified form, the debate on the supply 
side can be reduced to two opposing positions: 
the position that cyber risks for CI are insurable 
versus the position that they are not insurable. 
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Table 2: Types of Non-Demanders in the Cyber Insurance Market – in General and for CI

Source: Own figure.

General Cyber Insurance 
Market

Critical Infrastructure Cyber 
Insurance Market

Non-demander type  1 Lack of IT risk awareness, so insurance is viewed as irrelevant.

Non-demander type  2 Are aware of IT risk, but regard existing protections as adequate.

Non-demander type  3 Are aware of IT risk, regard existing protection as inadequate, but 
view a cyber insurance as cost-ineffective.

Non-demander type  4 Are aware of IT risk, regard their existing protection as inadequate, 
view a cyber insurance in principle as cost-effective, but barriers exist 
to purchasing a policy or no appropriate insurance solution is offered 
by the supply side.

Non-demander type  5 Are aware of IT risk, regard their 
existing protection as inadequate, 
but liability is unclear or they rely 
on force majeure exemptions or 
coverage by the state.

Thus, the debate about the insurability of critical 
infrastructure IT risks is reminiscent of the debate 
about the insurability of nuclear power plants.71 
For a long time, the core of this debate was also 
shaped by two opposing positions: either nuclear 
power plants are insurable, or they are not. In 
that instance, the great fear was that the dam-
age caused by a nuclear accident could exceed 
the financial capacity of the insurers. However, 
to determine whether this is the case, the total 
extent of the damage caused by a reactor ac-
cident must first be clarified. At the time, this 
question was also very controversial.72

A similarly unclear scenario applies to critical in-
frastructures. What kinds of major disasters can 
really be caused by CI cyber incidents? Different 
scenarios are conceivable in each of the different 
CI sectors. What are they and how high would 
the potential for loss be in each case? What 
would happen if cyber attacks not only lead to 
property damage, but also to casualties, some-
thing that has so far not been addressed by cy-
ber insurance? These questions have yet to be 
answered, especially for critical infrastructures. 

The non-insurable position is thus based in the 

uncertainty of the threat posed by cyber risks 
to CI, the potential extent of the losses involved 
– especially cascade effects – and consequently 
the possibility that coverage amounts may not 
be sufficient. If you take a closer look at the 
coverage available in the German market – cur-
rently up to 100 million EUR – this uncertainty is 
not unjustified.

The reasons for the lack of demand can be clas-
sified into two categories: information deficit 
and regulatory-legal aspects. From these we can 
then derive essentially the same types of non-de-
manders as in the case of the general cyber in-
surance market, albeit if the causes for them 
differ somewhat. Thus, for example, for type 1 
non-demanders, one component of the lack of 
awareness of IT risks is a lack of awareness of 
the vulnerability of networked industrial control 
systems. For type 2 non-demanders, the as-
sumption that existing protections are adequate 
may be due to the fact that CI sectors, such as 
the energy sector, are already highly regulated. 
However, beyond these four types, there is a fifth 
type, for which a new aspect plays a central role: 
the question of liability (see Table 2).
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Although these barriers at first might suggest a 
rather sober analysis of the situation of the cy-
ber insurance market in Germany in general as 
well as for CI, it is still possible that the insur-
ance market could change in the future and de-
velop favorably with the appropriate incentives. 

This possibility will be examined more closely in 
the following section. As far as a cyber insurance 
market specifically for CI is concerned, the ques-
tion of the liability of CI operators and state inter-
vention will determine the future of this special 
market.

3. Positive Factors Influencing the Development of the  
    Cyber Insurance Market

Building upon the market barriers identified above, 
the following section shall analyze – for Germany – 
factors that could positively affect the development 
of the cyber insurance market. In the case of the 
factors that are investigated as having a positive 
influence on the market, we loosely base our ap-
proach on a STEP analysis.73 This means that we 
will first examine social-societal and political-legal 
factors and then technical and economic factors. In 
this analysis, the central factors that can credited 
with exerting a positive influence on the further de-
velopment of the cyber insurance market will be 
identified and described. Along with the influen-
tial factors that can be found at the political-legal, 
technical and economic level, social and societal 
factors build the framework within which all of the 
other factors are able to exert influence. 

3.1 Social and Societal Factors

One of the greatest market barriers for the cyber 
insurance market is the lack of awareness of cy-
ber risk. There are a variety of aspects to this lack 
of awareness, starting with the fact that there is 
a fundamentally insufficient understanding of the 
risks connected to cyberspace and going on to a 
failure to recognize the necessity of addressing 
the security of IT infrastructures. For the subject 
of this study, namely safeguarding against cyber 
risks by obtaining cyber insurance, this means 
that the demand for cyber insurance can only be 
based upon a fundamental sensitization for the 
topic of cyber security and a strong awareness 
of the real cyber risks that companies are facing.

Figure 9: Factors Influencing the Cyber Insurance Market in Germany

Source: Own figure.
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In Germany, for the first time, awareness of cyber 
risks on the part of companies has increased sig-
nificantly in the last few years. Thus, for example, 
the Allianz Risk Barometer named cyber risk the 
greatest risk for businesses in 2016.74 However, 
a FORSA poll of SMEs with up to 50 million EUR 
in revenues that was commissioned by the GDV 
revealed that, although up to 75 respondents ac-
knowledged the high level of cyber risk for SMEs 
in Germany in general, 63 percent estimated their 
own individual risk to be low.75 Whereas the Alli-
anz Risk Barometer bases its results on surveys 
of experts, the FORSA poll also asks respond-
ents about their individual risk perceptions. The 
discrepancy is clear: although there is a strong 
awareness among policymakers and experts of 
the cyber risks as well as a general awareness of 
the threat posed by cyber attacks, at the individual 
level there is an assumption that these threats af-
fect someone else, not the individual themselves.

It is possible to draw an analogy between the in-
dividual perception of cyber risks and emergency 
and disaster preparation. In Germany, the so-
called vulnerability paradox is often referred to in 
the context of societal awareness of risk where 
large-scale emergencies in catastrophe and crisis 
situations are concerned. The BMI’s national 
strategy for the protection of critical infrastructure 
states that: 

The „[...] fact that increasing robustness and 
lower susceptibility to failure lead to the devel-
opment of a misleading sense of security, and 
that the effects of a failure that may occur despite 
them are disproportionally high, is called the vul-
nerability paradox”76.

It can be confirmed that a similar situation cur-
rently exists in regard to the awareness of cyber 
risks, especially as cyber risks and the damage 
associated with them are to some degree too ab-
stract for the individual to generate a feeling of 
concern. Nevertheless, we can expect that the 
awareness of the risks emanating from cyber-
space will continue to increase. This is because 
an awareness of risk can develop in response to 
events, for example through the direct or indirect 
experience of cyber attacks. More incidents lead 
to an increasing threat scenario and thereby gen-
erally to an increased awareness of and sensitiz-
ation to risk.

Overall, the general awareness of cyber risks by 
society as a whole is increasing. At the same time, 
increased reporting on the subject of cyber insur-
ance is also noticeable, so that the issue of the in-
surability of cyber risks is also attracting attention 
outside of specialist circles.

From a social-societal perspective, there are good 
reasons to believe that the cyber insurance market 
in general will grow in response to certain incid-
ents. If we turn to the development of the insur-
ance market specifically for critical infrastructures, 
the increased threat scenario has not yet resulted 
in a specific boost for this special market. Rather it 
is policymakers and political-legal factors that will 
play a central role in its future development.

3.2 Political-Legal Factors 

The political sphere in Germany can presently 
be characterized as having a strong focus on the 
topic of cyber security, one that cuts across min-
isterial and departmental boundaries. The list of 
strategies, initiatives, newly created institutions, 
and so on is long. All of the institutions concerned 
with cyber security are also strongly increasing 
staff levels.

In the following section, two important legislat-
ive developments will be highlighted as political 
and legal factors that could have a positive effect 
on the cyber insurance market in Germany. High 
hopes are for the future development of the cyber 
insurance market are tied to these two pieces of 
legislation:

1.	The European General Data Protection Regu-
lation (GDPR) as well as the 

2.	The IT Security Act (IT-Sicherheitsgesetz), 
which is considered to be the national law 
implementing the Directive on Security of 
Network and Information Systems (NIS Dir-
ective).

As explained in Chapter II of this study, a distinc-
tion can be made between cyber security in IT and 
OT. Keeping the German cyber insurance mar-
ket in mind, these two legislative pillars must be 
weighted differently. The implementation of the 
GDPR in national legislation could have more of 
an influence on aspects connected to office IT. In 
contrast, the IT Security Act – depending on the 
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sector in question – could have more overarching 
influence on both areas.

The European Data Protection Regulation could be 
a central new factor influencing the development 
of the German cyber insurance market. Expecta-
tions are that the new regulation will result in a 
heightened sensitivity for the subject of data-re-
lated IT security at private businesses. For ex-
ample, following the implementation of the GDPR, 
penalties for violations of the law of either 20 mil-
lion Euros or four percent of the violator’s annual 
revenues are possible.77

However, these legal changes tied to the European 
General Data Protection Regulation as well as the 
expectations of potential changes in the cyber in-
surance market are primarily only connected to 
data protection aspects of IT security and are 
therefore unlikely to have major influence on in-
dustrial IT security. It is also unclear whether it 
would be possible for cyber insurance to pay for 
any of the corresponding fines. 

The hopes that the GDPR will have a positive in-
fluence on the cyber insurance market are es-
sentially based on a comparison with the market 

developments in the USA. There, the much more 
rapid growth (compared to Germany) in the cy-
ber insurance market, which has existed since the 
1990s, is held to be a result of high punitive dam-
ages awarded by the courts. These have led to a 
stronger demand for cyber insurance products.78

However, an examination of the GDPR alone is not 
sufficient to achieve the aim of this study, namely 
to investigate the market and the development 
potential for cyber insurance in industry and crit-
ical infrastructure. Much more important are the 
aims of the security policy in the field of IT security 
as it relates to critical infrastructures – and there-
fore the IT Security Act passed in 2015. The act 
is exclusively directed at the operators of critical 
infrastructures and also pertains to the interfaces 
between industry and ICS and CI, for example in 
the energy sector. 

The IT Security Act, passed in 2015, is an im-
portant legislative milestone for IT security in 
Germany. The act was accompanied by two sub-
sequent regulations that are incrementally direc-
ted at critical infrastructure operators:

Figure 10: The Classification of Critical Infrastructures in Germany

Source: Own figure based on the IT Security Act.

From 2016: 
Energy, Water, Food as well as 

Information Technology and Telecommunications
Round

I

From 2017: 
Finance and Insurance, Logistics and Transportation, Health

Round
II

The most important legislative changes associ-
ated with the IT Security Act include:

1.	The definition and identification of CI oper-
ators in the sectors addressed by the law;

2.	The cooperative development of sector-spe-
cific IT security standards (“Stand der Tech-
nik” – “state of the art”) in the individual 
sectors and the review of these standards 
by the BSI;

3.	Mandatory implementation of the industry 
standards (“state of the art”) by CI operat-

ors and the obligation to prove their compli-
ance every two years, in the form of audits 
and certifications; 

4.	The establishment of a point of contact for 
the BSI in individual companies; and

5.	The introduction of a requirement to notify 
the BSI in the event of “significant disrup-
tion” of IT security.

Specific consequences for the cyber insur-
ance market can be deduced from the legislat-
ive changes mentioned above. Point 1 legally 
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defines the critical utility services provided by a 
CI company. So-called support services, specific 
forensic services, can be used to contain the ex-
tent of potential or successful cyber attacks. The 
implementation of industry standards associated 
with points 2 and 3 (“state of the art”) and the 
notification requirement can also be assessed as 
factors that will influence the cyber insurance 
market. Thus, for example, the notification re-
quirement can contribute to an improvement in 
the data situation about cyber incidents in Ger-
many, as long as the data are provided to the 
insurance industry in anonymized form.

The IT Security Act does not directly address 
the liability of CI operators as far as cyber in-
cidents are concerned. However, this is indirectly 
addressed by the introduction of sector-specific 
minimum standards. This is because a cent-
ral criterion in determining liability is whether a 
given action was willful or negligent. If it can be 
proven, however, that minimum standards were 
fulfilled, providing willful or negligent action be-
comes more difficult. In this instance, it could 
be important to safeguard against compensation 
claims from third parties by obtaining cyber in-
surance. However, the fact that insurance could 
have a negative effect on risky behavior could 
also be problematic, as long as the insurance 
does not specify conditions that contradict these.  

In a broader sense, in addition to the GDPR and 
the IT Security Act, the model terms published 
by the GDV also hold special relevance for the 
development of the cyber insurance market. 
With their publication, a quasi-standard was set 
for cyber insurance in two ways. First of all, they 
lay an important foundation for the definition 
and delineation of cyber insurance. Second, with 
their risk assessment conditions, they provide 
quasi-standards in regard to IT security and 
thereby fill gaps left by the GDPR and the IT Se-
curity Act. While the model terms do not yet refer 
to CI, with the implementation of the IT Security 
Act, the general question of the insurability of CI 
cyber incidents is likely to be raised again. 

3.3 Technical Factors

This section is not intended to provide an over-
view of technical advances related to IT security, 
but rather to address the significance of the term 

“Stand der Technik” – English “state of the art” – 
as a positive factor. 

The term was frequently criticized in the course 
of the passage of the IT Security Act because it 
was unclear what it exactly meant. However, as 
a legal term, it takes into account the fact that 
the technical environment and technical devel-
opments are always more dynamic and changing 
faster than legislation. The “state of the art”, or 
better put the “state of IT security,” will espe-
cially influence the criteria for the insurability 
of companies in the CI sectors, assuming that 
a minimum standard of IT security is seen as a 
prerequisite for obtaining insurance.

As has already been outlined above, the IT Se-
curity Act and its associated sector-specific reg-
ulations require CI operators in water, energy, 
food, information technology and telecommunic-
ations (round 1) and transportation and logistics, 
insurance and finance, and health (round II) to 
implement sector-specific IT standards (“state 
of the art”). These standards are cooperatively 
developed within the given sector and then re-
viewed by the BSI. The CI operators regulated 
by the IT Security Act are also required to reg-
ularly subject themselves to audits on the im-
plementation of these minimum standards. Here 
the aspiration is to particularly influence the level 
of IT security at CI operators, whose IT secur-
ity standards were not especially high before 
the IT Security Act entered into force, and more 
broadly to equalize the level of IT security in all 
sectors specified in the law. On the one hand, 
the requirement to implement the industry-spe-
cific minimum standards means that operators 
must confront the topic of IT security, as they 
are legally obligated to implement the standards. 
On the other hand, for CI operators, the require-
ment may again raise the question of whether to 
protect themselves against cyber risks with cyber 
insurance. In addition, for the insurance compan-
ies, the introduction and regular auditing of IT 
security standards is likely to support attempts 
to examine the insurability of the companies in 
question and to conduct risk assessments within 
the framework of underwriting services.

Consequently, the sector-specific minimum 
standards can be assessed as positive factors in-
fluencing the CI cyber insurance market in two 
ways. At the same time, the IT standards in the 
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respective sectors could also become prevalent 
in companies that are not subject to regulation 
by the IT Security Act. Court decisions in future 
damage cases will be a driving factor in this re-
gard. The state of the art in the industry could 
also be a decisive factor, even though it is not 
legally binding for the company. To remain com-
petitive in the future, it could also be necessary 
for other companies in the CI sectors to also 
implement those sectors’ state of the art IT se-
curity standards. Therefore, long-term exchange 
and cooperation with technology providers in this 
area will be important. 

3.4 Economic Factors

In regard to the economic factors that could have 
a positive influence on the further development 
of the cyber insurance market, it is worth taking 

a look at the international dimensions of cyber 
insurance. As initially described in the section of 
this paper addressing the market (see Chapter 
III, Section 1), the German market is dominated 
by international providers. Due to the predicted 
growth for Germany, it is to be expected that 
more insurance providers will enter the German 
market, resulting in increased competition.

Presumably, the insurance companies would then 
be competing with providers who have more 
experience79 in cyber insurance and could also 
provide higher coverage.80 The domestic insurers 
could use this knowledge held by international 
insurance actors, combining it with their histor-
ically based market-specific knowledge of Ger-
many. They could then apply the result to pursue 
a follower strategy and make use of home field 
advantage to further refine their own products. 

IV CONCLUSIONS ON THE CYBER INSURANCE MARKET  
	 IN GERMANY

1. Conclusions 

The above results show that the cyber insurance 
market in Germany can, for the most part, be 
assessed as a market with strong growth poten-
tial. This is clear in light of our analysis, especially 
from the perspective of insurance and reinsurance 
companies as well as insurance brokers. However, 
a closer look at the spectrum of theoretically in-
surable IT risks – from a data breach to a black out 
due to a cyber attack – shows that Germany does 
not have a cyber insurance market that functions 
at a level needed to sufficiently cover these risks, 
and that the insurability of certain large scale CI 
failures is regularly called into question. To date, 
demand by CI operators barely exists, also be-
cause of a lack of supply. Demand for a general 
cyber insurance market is also currently sluggish.

In regard to the general – not CI-related – cy-
ber insurance market, it can be assumed that the 
growth of this new market can be increased with 

the properly applied adjustments. This process 
may therefore have to be regulated by lawmakers 
via the appropriate policy framework – like in the 
case of the IT Security Act – or stimulated by the 
state or insurance companies using appropriate 
incentives.

IT security is a challenge that must be addressed 
by all of society. The appropriate protection in the 
form of hardware, software and services cannot 
and must not be provided by the state alone. The 
protection of its citizens from external threats 
(such as cyber attacks) and internal threats (such 
as crime) is a central task of the state. That does 
not mean that private actors need not contribute 
to this effort.

Protection against burglary represents a useful 
analogy in this regard: although the state uses 
the police and the justice system to implement 
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preventative and suppressive measures that re-
duce the threat posed by burglars, residents 
should still lock the entrances to their homes. Typ-
ically, they are even required to do so to fulfill due 
diligence requirements listed in their renter’s or 
homeowner’s insurance. The situation is similar in 
regard to IT security. When measures that reduce 
the IT risks for businesses are created, provided 
and financed, the question is consequently raised 
of who bears responsibility – the state or private 
business. Ultimately, it is normally the companies 
themselves – regardless of state measures that 
are often superordinate, overarching and gener-
ally preventative in nature – that must be held to 
account.

Against this background, the insurance industry 
can be an important driver, if it cushions the dam-
age potential to businesses connected with cyber 
risks on the one hand by offering cyber insurance 
policies, while on the other hand tying the under-
writing of these policies to appropriate security 
standards. Only when both of these factors coin-
cide can we assume that the level of IT security 
in Germany at insured businesses will increase. 
This is because cyber insurance will not only ex-
ert reactive influence, but at the same time also 
preventative influence, enabling the insurance in-
dustry to play a central role as an important actor 
in the IT security landscape in Germany. 

Despite the increased awareness of cyber risks on 
the part of businesses, continuing to increase the 
visibility of cyber security as a central aspect of 
business security is paramount to the further de-
velopment of the cyber insurance market in Ger-
many. Policymakers, private industry and the aca-
demic community are equally called upon to take 
action. As long as businesses continue to consider 
risks as not really being relevant to them, all am-
bitions in this area will come to naught. The next 
step is closely connected with this, namely appro-
priate arguments to corporate management by 
those responsible for IT security that expenditures 
for IT security, including cyber insurance policies, 
are necessary and pay for themselves. A critical 
future step in this regard could be the question of 
the liability of company management for first and 
third party damages resulting from cyber attacks; 
this will be dependent on the first court rulings 
in such cases. If company management is ruled 

to be responsible for averting all possible threats 
– as is the case under the German Stock Corpor-
ation Act (Aktiengesetz) – this would also include 
cyber risks. This means that corporate manage-
ment can be made personally liable if it does not 
take sufficient care to protect the company from 
such risks.

However, the positive influence of cyber insurance 
and subsequently of the insurance industry on the 
IT security of companies and the manufacturing 
industry in Germany, which is at the focus of this 
paper, is only possible to the extent that a com-
pany can estimate damage from a cyber attack in 
monetary terms. Cyber insurance therefore only 
serves as a means of risk transfer when the dam-
ages that are caused by a cyber attack can be 
quantified in financial terms.

A central criterion for whether cyber insurance can 
be a suitable instrument for risk transfer as well as 
an instrument for improving the IT security level 
at businesses is the requirement that a loss has to 
be capable of being expressed in monetary terms, 
within reasonable limits, and that insurance com-
panies are capable of bearing the loss.

This would seem to be a challenge in the dynamic 
field of cyber threats, but not one that is insur-
mountable. In many ways, clarity can be provided 
if a company looks at other relevant potential risks 
for itself – for example, an interruption of opera-
tions, sabotage, espionage, data theft, etc. – and 
takes cyber attacks into account as one additional 
cause of damage. After all, digitalization initially 
changes the cause of damage to a company, but 
not necessarily the damage itself.

However, if we take the broader societal function 
of CI as a basis and consider risk scenarios under 
which the damage to society would be so high that 
– from an ethical and moral perspective – money 
is no longer an adequate means of compensation, 
everything must be done to prevent such damage. 
Depending on the criticality of the CI or industry 
in question, cyber insurance is not the appropriate 
means to transfer risk and create positive incent-
ives to improve the level of IT security.

The insurability of cyber risks in the case of crit-
ical infrastructure and industrial companies there-
fore depends on their respective criticality and the 
damage potential associated with cyber attacks. 
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This means that, when a high degree of critical-
ity and corresponding damage potential due to 
cyber attacks is involved, the state must impose 
security requirements for IT in these areas, like 
the requirements that are already the case in the 
energy sector, a highly regulated CI sector. The 
high security requirements imposed by the state 
could then be accompanied by a state guarantee 
which would relieve CI operators of liability in a 
worst case scenario. Thinkable in this case would 
be a kind of “cyberpool,” similar to the insurance 
pool established for operators of nuclear power 
plants, which would reinsure primary insurers in 
the event of large-scale catastrophes.81

Here, however, we must return to the aspect men-
tioned previously, namely awareness of IT secur-
ity and cyber risks. This is an extremely complex 
field characterized by the entanglement of office 

IT, production IT, CI and crisis and catastrophe 
scenarios that could be unleashed by cyber at-
tacks. Attempts to reduce this complexity by dis-
missing such scenarios, for example worst case 
cyber-catastrophes, as completely unrealistic 
are not helpful, nor is it productive to popularize 
doomsday scenarios. Instead, what is necessary 
is a realistic assessment of the threat situation. 
Towards this end, scenarios for damage to spe-
cific CI sectors that could actually be caused by a 
cyber attack must be developed, categorized ac-
cording to the extent of the resulting damage, and 
converted into a monetary figure. On this basis, 
it would be possible to reconsider the limits to in-
surability, a topic which is currently under debate 
for CI.

2. Recommendations

The study has shown that the cyber insurance 
market in Germany is a market with strong po-
tential for growth. However, adjustments must be 
made in several areas so that cyber insurance can 
establish itself as an integral component of IT risk 
management and the cyber insurance market can 
develop further. To complement the factors that 
positively influence the development of the Ger-
man cyber insurance market examined in Chapter 
III, Section 3, the following recommendations for 
the state, insurance industry and private compan-
ies are made. However, these recommendations 
are accompanied by the qualifier that, due to the 
lack of a cyber insurance market for CI, they are 
made for the general cyber insurance market. At 
the same time, in many respects these recom-
mendations are also applicable to CI.

2.1 Recommendations for the State

• Reduce information deficits through man-
datory notification requirements 

Insufficient information about cyber risks makes 
the reliable calculation of premiums for cyber in-
surance much more difficult. The most advanced 
market in this respect is the market for cyber in-

surance for data breaches in the United States.82 
There, the advances in the market were accom-
panied by the successive expansion of require-
ments to notify affected customers. This devel-
opment began in 2002 with a change in state 
law in California. In the meanwhile, a notification 
requirement now exists in 48 states, and noti-
fication requirements have been put in place by 
federal law in some industries. In most cases, so 
many customer data are affected by a hacker at-
tack that the obligation to notify all affected cus-
tomers de facto amounts to a disclosure obliga-
tion. The data collected in this way can be used 
by insurers to better calculate their premiums and 
offer attractive cyber insurance policies that are 
in demand.

In Germany, notification requirements were first 
introduced with the IT Security Act in 2015, and 
only for companies in CI. We must therefore first 
wait and see if this change in the law results in 
an improvement in the information situation, res-
ulting in an optimization of the products available 
on the cyber insurance market. However, this re-
quires the information to be provided to insurers 
in anonymized form. If there is no improvement, 
the possibility exists of expanding the notification 
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requirements following the US example and im-
proving enforcement of the notification require-
ments.

 

• Reduce information asymmetries with in-
surance standards and databases

For potential customers, the insurance market 
is very confusing because no uniform standards 
have been established, which makes it difficult to 
compare different insurance products. The solu-
tion to this problem is primarily the responsibility 
of market players. In 2017, the German Insur-
ance Association (GDV) took an important step 
in this direction by publishing its model con-
ditions for cyber insurance. Nonetheless, if in-
formation asymmetries continue, state support 
for additional steps would be worth considering. 
The United Kingdom can serve as an example in 
this respect. The British government, working to-
gether with insurers, has published guidelines for 
cyber insurance and also included the databank of 
the British Insurance Brokers’ Association (BIBA) 
in this effort (see also recommendations for the 
insurance industry).83

• From a transfer of risk to the reduction of 
risk through security standards

The function of insurance is to transfer risk, but it 
can also contribute to risk reduction if observing 
security standards is either a condition for obtain-
ing an insurance policy, or at least is promoted 
through reduced premiums. To date, however, 
the cyber insurance market has primarily been 
focused on risk transfer; the potential for risk re-
duction is not being exploited. In the US, a market 
for cyber insurance has established itself in which 
a risk assessment is conducted, but in which the 
observance of security standards barely plays a 
role.84 In the UK, an attempt was made to pro-
mote the observance of state-supported stand-
ards, the Cyber Essentials, through lower premi-
ums. This, however, has resulted in higher costs 
of certification than the premium savings.85 If it 
also proves impossible to close this cost gap in 
Germany, this would be an area where the state 
could intervene to promote the security interests 
of society as a whole. Increasing IT security in 
a specific company is not only advantageous for 

that specific company, but also increases overall 
security in a networked society. These positive ex-
ternalities could justify state subsidies for security 
certifications or cyber insurance which would re-
quire a security certification.

• The state as a reinsurer in cases in which 
the real target is the state (terrorism)

When issuing a cyber insurance policy, insurers 
conduct a risk assessment of the potential poli-
cyholder. However, some risks are not individual 
risks, but must be viewed as risks to entire so-
cieties. For example, cyberterrorists may attack 
individual companies even though their real target 
is the state or an entire society. It is therefore ne-
cessary and in the interests of society as a whole 
that such risks are not excluded from being trans-
ferred. The British insurance pool Pool Re, which 
underwrites terrorism risks with the support of the 
British government, could serve as an example in 
this regard. It is expected that this British insur-
ance pool will provide coverage for cyber terror-
ism.86 Such an arrangement could also be a model 
for Germany.

	

2.2 Recommendations for the Insurance 		
	 Industry

• Comprehensive IT security assessments 
and premiums tied to the level of IT security

The issuance of a cyber insurance policy may have 
the result that the transfer of risk to an insurance 
company gives the policyholder no incentives to 
invest in their own cyber security. This effect can 
be observed on the US market, for example.87 A 
comprehensive assessment of the state of IT se-
curity by the insurer before the policy is issued, as 
well as the regular review of the level of protection 
throughout the term of the policy, would therefore 
be beneficial. This would offer the possibility to re-
duce the insurer’s information disadvantage after 
the issuance of the policy and at the same time 
would create an incentive for the policyholder to 
continually improve its own level of IT security. 
This last aspect would also have positive effects 
for the society as a whole.

Differential pricing is one measure that can be 
taken to avoid adverse selection. Adverse se-
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lection can here be described as the situation in 
which companies that hold cyber insurance make 
inadequate and lax investments in their own pro-
tection. Proven (certified) IT security measures 
could lead to a reduction in the price of a cyber 
insurance policy. This approach was taken in the 
UK. However, in that situation the costs of an IT 
security certification were too high compared to 
the price reduction.88 As a result, here too, insuffi-
cient investment in IT security has been observed.

Due to the positive external effects that are as-
sociated with a proven increase in the level of IT 
security, but that cannot be completely redeemed 
by reductions in the price of policies, state support 
in this area could be indicated (see also recom-
mendations for the state).

As a result, if the insurance industry, through its 
range of cyber policies, is not only able to transfer 
risk but also to increase the level of IT security 
among policyholders, the industry can become a 
significant actor in the field of cyber security.

 

• Support services

In addition to influencing “security hygiene”, the 
insurance industry can also position itself as an 
important actor in the German IT security land-
scape by providing support services. Support ser-
vices can make it possible to mitigate and contain 
acute and long-term loss scenarios. This can be 
accomplished preventatively through loss preven-
tion measures and reactively through a 24-hour, 7 
days a week hotline, forensic services and support 
with crisis management and crisis communication.

Cooperation between IT security experts and 
insurers, such as that already practiced by IBM 
and Swiss Re, would be especially advantageous 
where forensic services and an emergency hotline 
are concerned. In the US, experience has shown 
that ex-post communications efforts after a data 
privacy breach, as well as the time required to 
identify the attack and close the breach, has an 
effect on the financial cost of a cyber attack.89 In 
addition, for insurers this offers the opportunity to 
improve their knowledge base by collecting qualit-
ative data about the types of attacks and effective 
reactive and preventative measures.

• Signaling measures to reduce information 
asymmetries

In addition to the GDV model conditions, addi-
tional signaling measures should be taken to pro-
mote the reduction of information deficits on the 
side of policyholders. To provide truly transpar-
ent information, the necessary approach would 
be a portal comparing the various cyber insur-
ance policies available on the market. Insurance 
companies that provide appropriately detailed in-
formation about their insurance solutions to this 
information platform should receive the opportun-
ity to display a transparency seal of approval, en-
abling them to use the economic benefits of trust 
to their advantage. If a neutral party cannot be 
found to design and operate such a comparison 
portal on the open market, initial start-up funding 
by the state could be considered (see also recom-
mendations for the state).

• Recapture German market share

As predicted in the economic factors influencing 
the cyber insurance market, due to the expected 
growth in the German cyber insurance market, 
increased numbers of international insurance pro-
viders will enter this market. These providers bring 
several years of experience, enabling them to bet-
ter address special kinds of risks. However, they 
lack knowledge about the market’s country-spe-
cific features. German insurers should use the 
new international knowledge available to them, 
combine it with the knowledge resulting from their 
specific market experience, and use this to refine 
the competition’s products to make them more 
appropriate for the German market. Through such 
a strategy, market share could be regained by a 
targeted appeal to domestic demand. Business in-
terruption modules and support services should 
be at the focus of efforts to acquire market share 
in the German market and better position them-
selves on the global cyber insurance market. So 
far, these modules have not been emphasized by 
international insurance providers, due to the focus 
on data breaches.
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2.3	R ecommendations for Companies

• Strengthen awareness of cyber risks

A lack of awareness of cyber risks has proven to 
be one of the most decisive market barriers faced 
by cyber insurance. Aside from the fact that fun-
damentally all employees of a company should be 
sensitized to the threat that cyber risks pose, it 
is essential that the corporate management of a 
company deals with the cyber risks to which the 
company is potentially exposed. An IT risk man-
agement system could achieve much in this re-
gard, but active exchange of information of an 
institutional nature, such as in the Alliance for Cy-
ber Security90, can also improve risk awareness. A 
variety of references for IT risk management exist 
in the form of different standards and guidelines 
for the management of information security – 
from DIN ISO/IEC 27001 to VdS 3473, especially 
for SMEs. Thus, not every company needs to ne-
cessarily launch a certification process. These 
norms and standards can initially serve as orient-
ation aids. In any event, it is important that reg-
ular security audits of the company’s information 
security management system (ISMS), established 
on the basis of these guidelines, are conducted.

• Reducing complexity when considering po-
tential damages from cyber risks

In additional to enormous opportunities, digital-
ization also brings new risks, many of which are 
not yet foreseeable. However, companies must 
address these risks now and push ahead with ef-
forts to minimize potential damages within the 
context of a risk management approach. Cyber 
issues will not always be the cause of direct dam-
ages. However, they can be additional variables 
that increase the likelihood that damages will be 
incurred, meaning that they can be the direct as 
well as indirect cause of damages.

Not only the management of IT risks in general, 
but also the insurability of cyber risks can be 
improved by precisely considering the potential 
damages that could result from cyber incidents, 
thereby reducing complex circumstances to their 
most important aspects. In general, digitalization 
tends to change the cause of losses rather than 
the actual loss scenario itself. For the purpose of 
general corporate risk management, managers 

must therefore know which damage scenarios are 
relevant for their company. These could include 
business interruption, sabotage and property 
damage, loss of customer data and destruction or 
theft of company data. In these cases, the cyber 
factor must be taken into account as a potential 
cause of such damages.

• Cyber insurance as a complement to IT risk 
management

The risks that accompany digitalization and that 
will confront companies today and in the future, 
must be addressed with the help of a compre-
hensive IT risk management approach. Cyber 
insurance can play an important role in this by 
transferring remaining financial risk to an insurer 
in the event of a cyber-incident that results in a 
loss. In addition, in the event of a loss, compan-
ies – especially those who do not have their own 
IT department – could draw upon support ser-
vices offered in their cyber policies, which include 
forensic services and reputation management, for 
example.

If the insurer ties cyber insurance to the right 
conditions, the insurance can not only have a re-
active security function, but it also can influence 
preventive technical and management-related IT 
security strategies. This is possible through the 
necessary adherence to and orientation to IT se-
curity standards.

For decision-makers, the growing number of cy-
ber attacks increasingly raises the question of 
when cyber insurance makes sense. This study 
does not claim to provide an all-encompassing 
answer to that question. In some cases, when re-
latively low loss amounts are expected, it may be 
enough to protect oneself by setting aside enough 
capital and investing in IT security. In contrast, 
when potential damages are relatively high, in-
surance makes sense even despite significant in-
vestments in IT security. As a matter of principle, 
investments for cyber insurance must not be seen 
in opposition to investments in IT security. Cyber 
insurance cannot be a substitute for investments 
in IT security measures.
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3. Collective Learning

In addition to the recommendations for action 
explained above, this study also identified an-
other point that can be best expressed by the 
term “collective learning”. The development of an 
awareness of IT risks is a collective learning pro-
cess that is closely tied to the risk perceived by 
the individual as well as society as a whole.

As outlined in this study, regulatory mechanisms 
for Germany (the IT Security Act) have proven 
to be a trigger that, over the long term, can lead 
to the insurability of IT risks for CI operators and 
thereby for the industry as a whole. On the one 
hand, the IT Security Act makes it possible to col-
lect data across sectors. However, these should 
also be provided to insurance companies in an-
onymized form. At the same time, it promotes 
a sustainable exchange between the relevant 
actors by requiring the development and imple-
mentation of sector-specific standards (“state of 
the art”) and the explicit involvement of compan-
ies in their design. In the end, the establishment 
of sector-specific critical infrastructure IT stand-
ards not only leads to improved certifiability, and 
a common, industry specific understanding of 
“state of the art,” but also to improved insurab-
ility on the basis of overall improvements in the 
ability to conduct risk assessments on the part of 
insurance companies and brokers.

In this way a process of collective learning can be 
initiated in which companies as well as public au-
thorities, industry associations and the insurance 
industry participate. The long-lasting knowledge 
gained through such a process must be further 
refined and developed. Together with the IT se-
curity practices in the CI sectors, it will lead to 
a reconsideration of the insurability of industrial 
control systems and especially of critical infra-
structure operators. 

For security research, the insurability of cy-
ber-risks remains a rewarding field of research, 
even more so when academic efforts can be 
based on better data. We hope that we have 
made a contribution to this effort.
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